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Managed Google Play )

Organisations and schools use managed Google Play to choose the apps available to their staff and students.
Free apps are already available through managed Google Play. Ta license your paid app for arganisations to
purchase, or to target your app to specific organisations, tumn on advanced managed Google Play features
Leam more

Privately target this app to 2 list of organisations

CHOOSE ORGANISATIONS

This app is privately targeted 1o 1 organisation.

You can also target alphs or beta releases of your app to organisations. Manage alpha or beta releases or
Leam more
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Review summary
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Set Config Password X

Please enter a password to protect the configuration interface.
o IMPORTANT: Write down the password and deposit it in a safe place.
If you loose the password you loose access to the configuration interface, there's no way to reset this password.

Confirm Password:

Select language: English

35U ol Ol (8 lelsu] oo 35T 13J LAPPTEC360 o5 Gupbo e Y ool aalS uss s3] Say ¥
.doo )] asiuall 839!

Confirm Password Deposit

o Please confirm that the configuration password has been deposited.
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Update Check External Configuration

STEP ONE STEP TWO STEP THREE STEP FOUR ST
Appliance License SSL Configuration Server Settings MySQL Setup Licg
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ol

@ APPTECSED

External Configuration

Update Chack

Appliance Info

STEP ONE

STEP TWO STEP THREE STEP FOUR STEP FIVE

SEL Conf guration Server Settings MySOL Setup

1

License Agreement

You have mate changes that are not applied yet. To apply them, please run "Configure Appliance” in step 5.

Appliance License

Uplead a rew License File

Uplead an Appliance Configuration Fila

I you have slready configured your appliance, you can upload your Applance Configuration here.

You can download your Applance Configuration in order (o export it 1o a new Appliance.

Download the Appliance Configuration

Appliance License Information

Appliance Alias

Hostname

Server [dentifier

Contact Person First Name
Contact Person Last Mame
Phone

E-Mail

Included Client Licenses

License 10

Company Mame
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@ APPTEC3ED

Estérnal Configumation

1 STEP DNE 2 STEP TWO STEP THREE STEP FOUR STEF FIVE
pliance Licens: figguirat Server Sattings MySOL Setug License Agresment

Fou have made changes that are nol applied yel. To apoly them, please run "Configure Appliance” in step 5.

S5L Configuration
Options
S5L Certilicate ) deneivatis (Las Enespi) LAY
‘Windows Enroliment S5L certificate ! Bnomatic (Lets Enorypt] L Custom 2 Windosss Enicliment disables!

Chck here for more informatian aboud Lot Enorppt

SSL Certificate

Certificate Summary

Commeon Name
Subject Alemate Mame{s)

Expiry Date

Private Key

Status: Lighoacked
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E-Mail Settings

Plaase erier valid SMTP credentials!

L E M, gervicated by ADET6c EMM Conuoks will be sem using 1his soooum

At ertiring and aaving the smail servel settinga, please verly thim by using the the Teat £-Mail Configuration” Bution bilow
Email Address

From Name

SMTP Auth Method lesgin

Usemname

Password

Hostname

Port (leave empty for default)

Encryption e

Test §-Mail Configuration

MySQL slac] — asyl JI sglaxll

Js] diSas Vs .8skaxll 03n (Ao cliSoy axds )l @bl 6x£ 15 plasiwl x5 cuS 13] .1
izl Skl 525l polsd Jlas¥] wloglso
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1 STEP ONE 2 STEP TWO 3 STEP THREE 4 STEP FOUR STEP FIVE

———————

You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

MySQL Setup

The MySaL s beer fully vested it Aprl 7, 2021, 045 am.

¥ yous change the seftngs aMer the sndsal configuration, you have 1o reconfigure your appiance by cliciong on "Configure now” n step §

IP Address or Hosiname 127001 (Defmdr 127.00.1)
Username AppTec (Detault AppTec)
Password sessas [Detadt AppTec)
Port 306 (Doetmr 3308)
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1 STEP ONE 2 STEP TWO 3 STEP THREE 4 STEP FOUR 5 STEP FIVE

‘You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

License Agreement

Rt psttanichs and Send an Arcount Creation bisd for ol incheded Chent Licenass
(Chack thes f you've slready configured your Appiiance and the accounts wens cregted, but you didn't recesss amy E-Aad )

In ordier 8o configure the AppTec Applance you hawe 1o agree o the boense below
ek hebre e reied the Liceerse Agreement and Terms and Conditions of AppTec GmbH
1 v resec] e e 1o hee licente agpesments for this product

lagree "
Priess o the Bufion below 10 configure the agpliance

il
slall lenll 91985 po casguil 2a)

var il Gle Jauaxll aioad sl plgisdl G| el a0l gl dalS poiais (g S| 2w dllw, Jw,| o5
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42



& APPTEC360

s, 1LYl Jud> AppTec360 Unified Endpoint Management

le=> Yoy sUasYl CsLaSiwl |

ps il as3lasl - dunolall slonll (o8 Slenll 95 20 g S| a allny 35 o) 1

Giaxi o0l aalS Jlw ] 83leY . polsdl wihlas] - adlWl sglasdl 8 g iSIYl sl whilas] amo oo aST
dano 3] Bolazll (8 "dinianll Jros)l Lozl groz) Clws slin] 3 Jlsls ool wledS Gusi sole]” o
o>l 60 "SleRl eSS Jusis Jub paus il auslasl -

roans il @b lasl - do )l solaxl 8 aigill slil Let's Encrypt o sleiy Logd T.la.? cuali a8l .2

Let's encrypt mob_p iy .80 saiall wle ar Lol Jlxall sl X5 oo bl Wl Jsmos)l anlSol oo 25T
Le>Wols slaz ¥l G laSiwl 9 26l 25 Loo "var/log/letsencrypt/” J] Youw Layl

oYl wluosil |

b Lol AppTec360 le> ouold adll wlglaxll it (uoss

cowlwl 1651 dnosi 3,20 Ll wbla Yl o dlolS &S gamo cumy 03d
AppTec360 pariaos doldl g oll dolS jusi o

slag] - aml Jl s glaxll cyozis 09 "AppTec” 9"MySQL "root (swaximal g roll dolS i o6 o
s By MySQL

ol 41891 SSH pol> dbio juai o

B2,lgJl HTTP g 50 45,2y zloal] pasg el dolll pSxill 8359 (o8 80 siioll Jlax, o6 o
Ll HTTPS jue 2,5 0555 sl ] oSoy raiagil] 5,200 HTTPS lais paiwl

ool whslag] - all sglasdl Jawl 8 Lais oo Ips le 5,00Y1 agzly ] Jomos)l aubis o6 o

aloxll jlaz oS o

43



e

s, 1LYl Jud> AppTec360

APPTEC360

Unified Endpoint Management

aolal lolacyl

Oludl Gle dole 6 la;
sl ologles

dole a0l

L Lol AppTec360 Clws Ll dols 6 lns Lle gMbYI LiSa, (s

LS v ol aS | ol

Lluws sbos] &b sl Yl &b

d€ 9930 dua> ) = &€ 9930 da> ) = £9930 ez il g9
: 9930 b aud i = Gilo
acg90 lgil e G5l OnPremise jlg> (e 8297 90ll wllwxll jglaiw alasNo
a9 ol

(e ol Jrasdl 08, pa) 138) chlw> (3303 Jiasll (8500

b po I AppTec360 jaus i a> o slgiil &b ay> o slgil &b

v il

ile> 25 J wilxo paus i = o
ez X J 9930 ars i = £9930

Ssimall $33i0 pou s

Y ol Android plai jauasel| Jauwell plasiw! liSes oS 5] b pioss assls
vars Ll Wlez b doxsiumoll axs Ll sas & o2Vl

dnxioll JLasVl ag> wesidl JLasl

exioll ailgl 03, ailell

piall (xig S 2l Olsis *oig SVl

Joz ol Jzaws Gle vg el izl O goazinmall 3| o]l

S galll ol goldl ol

wle fly . o lbw! Jazxani) 4ib)f§jfl wig ST Il Olgic g by puogoll sig iSIYI 2y I Olgic :dda>Yo*
i ] pazisuadl 3o Lyagi sduw . aliari pSKasg ilgrl poriwwall 6 jziis 9 paivio clivi] pivw [i2
sl 5 6397 9all olosleall o s Jasall emesd aolasiw! ale —ons s3Il nis siSIVI s pill lic

44

. bzl dolzl



APPTEC360

Unified Endpoint Management

e

s, 1LYl Jud> AppTec360

Js> Mg wlogleo ¢yainizg slasYl of e¥Suiall e EMM el Wl & uislio sUasYl a5 Jlu, oSa
Islacly Lbws

i wiS 15] 8,53l @b, roiais @b Uazdl 46 Egiog0
839790 03 5,535 | I aslo]

gsi00ll

edgiall Jglull

] il wlas) aslo] Gyl asioll (o . lanall, Uazdl
59 ol

lzall Jglull

alSuio/allw ) apd caali 31§18 cdgll xozi sz
Uasll 83020

Jliall dsow ools Lal (ilsill raims JIs>Y1 Jiasl (o9
18:55:27

SalSuinoll ligzly widg sl o

sl alSuinall 2] sole] LSy CisS oo

wois Yl eulS 5] alShnadl H1LSG Soy Ja
$(Jwaaidl) S

o Y S 1] ak, o LS sl

<wilS 13] Sendoi oS laslw 6 u0ll 030 calas Jo
i iz iy a2

Joels Jub 4y caad shz] ol i 5T oS L sl LS

Js plail Gle 83330 wlymsi sl sl,2] oi b
b bo woziy &Yl ciilS 13] SalSkinall 03n joels

§(Jwaaidl) el sl

o) laall, Jusisid| plai lauo| drons Sl oo
(Android 11 1 i0S 14.7.1 JlieJl Jaw

6562 oLl o o [iSeo s o5 13)
$o_iliad | Jysini)| pllas ol )lauog

.6)"&4:6)«.?:3”

28,01 oll plall IP olgic on Lo 10wl 0]
lerl) (ludanil!

oo Uasdl i go Jzwdl calo JluY 1in oo S
Uy

Mol wlile rasas

Juwois odi Y .VP:P ez i wlinsi Joo wlogleo (yosais
eslS ] gl M plsdl peadl dlio dlo 15] Y] s

VPP passls gus less dilSiso

lgirosais 089 Apple o adHI VPP al> uasl

alw ) awli olas) Jio) Tauioe 095 38 calo sl 3Lo,]
(i.|a>

< las all

45




9 APPTEC360

Unified Endpoint Management

s, 1LYl Jud> AppTec360

J omu ol dismo 6 jua) calls e A5 sgizmy Ol oSor a8 Ml W B uiolio 600 cilbs S| oy
OVl 38 x| oy« AilSuine) (uass oo ol
sVl a0 wlaloll 3ls ) wlas ,oll

46



9 APPTEC360

Unified Endpoint Management

s, 1LYl Jud> AppTec360

ol 5083l |
wis iUVl wbla] |

I3g) pazinmal| (uadl Cdlally Juzows cdlo cliw] aie g S| auu e Jaxs sl o 2o diSey lin
2l

E-WAL SETTINGS

Android & AE Templates

Fmopeent 0| Amdssid o | AL Dewicn Oessi

Ut Dalaidt W ] e [EE]

?ﬂ;‘,‘.mtw Datauit Cortaudt Cetautt -
dedcional [Comma sepanalad] Datpuit W [T L Codah -

I05 & MacOS Templates

Sedrrd WS
R T 0| Dot aiit Cedault
Lttion sl [Comma sepeaier] Catan | | et V

Windows & Windows 10 Templates

Baoem +

s o] v Cedait -
drriniiraio

foigeamake com| Petan = e

el o ad (o Bapnala] Derlall i Cetauf W

VPP Mall Settings

nat Dafautt

TeamViewer Remote Assistance
. ____________________________________________________________________________________________________________________ [ _________________________}

47



9 APPTEC360

Unified Endpoint Management

s, 1LYl Jud> AppTec360

s iSIV 2l Ll |

Suwits sl 518 a5 ISy 9 0S5 Ol S adline gy lisd 2y ao bl Wlsall i £lin] diSe
b poll padl sowis  Jias] JSuin a5l ey HTML plaiwl HTML

Loz ol awiol 8Vl Clgall 25 Sy Y

FRARE, TERMPLATES

Available eMail Templates

I L Y Y Y C Y I
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afyf =
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A e
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eMail Format Text 8 WTIAL
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ol Jaxll Jlio dosd Jaxll
ligdaill dzo 0 gzl puwl| 862V aail8/;lell/2,lx0Y | (api) wliglaill azo 1 ag>lg
-Jiaz)l 5lg=) Unix (UTC) pllai (sio )l golall 1529662725 8ol

a; tsamall (ol el uasdVl sl
30 o0 polly Juosdl (u
RN

o (0Us] e loMaiw¥l ,lail) aygllaall ULl glo,l wlislail axo agzly pais izl sic
HTTP 200 aJ

oS ssimawg Uaxdl e 13lois] 5xxg 4xx oa HTTP &> jo, olisw (o> w93 all> 09
leisl)d Say ool Uasdl il aoils Gl sgimy s3Ulg slasl" glisa; adgimmn wale alzim]

a8)l9 adgaim0 gz piw Lo jlgz) diyllas wlily Jln oS5 o 13]
ey el Y wlly OoSimsd 39790 b jlexll 320 OIS 3]

cllal e Jlo |

POST /public/external/api HTTP/1.1

Host: myapptecemm.com

/ :Accept

Content-Type: application/jsonauth: 1234567890abcdefghijkimnopgrstuvwxyz
signature: a/lbnOV466a0SiyVfsbpspZ+NxiTpmeF18NkfnOlq+OrEZDu9+VW7ESKziPXvw
kTM5B9j/t1WGN1mRcIKe80m8fDKPj+Ir3BqoMJe 7wGXift+uy6iS7Chpdz2iZA4KPxxU9Z
/1GU2cdQ/SQceX57pi+ch7ApxBeVX2+lJapTwA6CIBOmJIFaf4MPcg
7LZWkzKXKF7LNzNJHiy/vSpZcqjbXjpC4HWrX6j2uZG5eSP8kYCTR
+9VQIGtkX9pcyaNAwguR7zOOwMu/8L00K(q21/19rkabE4ZgUjtKS2
g+rhémrP1g4BCZ7Xqg/wvgZkaP+

==p0CStBdMRV}46i3enxCXcLQQ

Content-Length: 74

{api":"v2/device/listposition”,"time":1529665112,"params":{"ids": [10]}"}
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Judwoll g IMEI g lg=dl (8 520 Lo s il a)g_?UI o daosd glo )] taalbgll
URI API: v2/device/listdevices

e i Y lawol Y wlalso]l

s Y la) iV wladeoll

callall i ole Jli
}

,"api": "v2/devicellistdevices"
time": 1529662725"

bl pai e Jlo

J[] :"errors”

]:"list"
{'id™:"10","serial":"987612345","imei":"899938455454" }
{"id™:"11","serial":"619723118","imei":"713032378599" }

[
{
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(GPS)_g3l501 30ils (sl Jguaxll

6 582 &9 ,20) & j3all gdlonll Jmw wY5s] groz doils glo)] aaylsgll
v2/devicel/listposition :w laulaill dxo 5 ag=>lg) URI

6)'.3.?:3” @l y20 d990ua0 - "Wl jrall" tawsl ]| wlolro
g Y a,)lis Yl wlalsall

callall i ole Jlis
}

,"api": "device/listposition"
} "params"

ids": [10, 11]"

{
time": 1529662725"

alaiwdl pai le Jlo

J[] :"errors”

]:"list"

]:"10"
{'time™:"1529632725","pos":"47.5572,7.5967"}
{'time™:"1529642725","pos":"47.5572,7.5968"}
{'time™:"1529652725","pos":"47.5573,7.5969"}
|

[]:"88"

[

{
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radylbg]l
Jeol wlily sl wle Jeaxll plaziwl lplb oSo; il 4 j3ell dleizall JgoYl groz dails glz))
o lll clla) Jeuol doMs ol B sin $9 ri0ll g3g0ill plxziw lo] LiSay

v2/device/getassetmap :wlaulaill axo  dag>19] URI

e v Y tano Y] & ladzall

e i ¥ 1a,Lis Y] @ lalzall

callall o ole Jlio
}

v2/device/getassetmap"
time": 1529662725"

{
alxiwdl pai le Jlio

ais],5 algemd 5,01 3o Lais] e

}
} "AssetKeys"

,"UDID": "AT001"

,"DeV|ce Alias": "AT002"

,"OS Version WinMobile iOS MacOS": "AT003"
,"Model Name": "AT004"

,"Serial Number": "AT005"

,"Total Storage": "AT006"

,"Free Storage": "AT007"

" IMEI": "ATO08"

,api”:

"appteclD": "APPTECID"
A{

[] :"errors”

{
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JeuoYl bl sl ol Jgmaxll

6 5829 w6 420l agllnall JouoYl wlily aails gls )] taaylssll
v2/device/getetassetdata :w laulaill d=o u dg>lg) URI
6)'.3.?:3” @l y20 d990ua0 - "Wl jrall" tawsl ]| wlolro

ra iz Y wlalzoll
JooYl wlily groz £l pisw sz iy o) 3] .Lee 5] wollaoall Joo Yl wlly puwlao - "JooI puilao”
a>liall

JeoIl alay,s ole Jeanll plaxiawl JeoIl guilia; aoils (e Jgan)l diSa, .
sallall jai le Jle
}

,"api": "v2/device/getassetdata”
time": 1529662725"

} "params"

] :"ids"

26

|

] :"assetkeys"

"imei"

} "result”

} 26"

"imei"; "349157642516427"
{

A

[] :"errors”

{
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usr/bin/python/ !

import base64

from Crypto.Hash import SHA512

from Crypto.Signature import PKCS1_v1 5

from Crypto.PublicKey import RSA

import os

import time

import json

import urllib.request

import urllib.parse

import urllib.error

import http.client

"applianceDomain = "YOURAPPLIANCE.COM

"apiURL = "https://"+applianceDomain+"/public/external/api
"privateKeyPath = "/path/to/PrivateKey-XXXXXXXXXXX.pem
"apptecAPIAuthToken = "7eXXXXXXXXXXX XXX XX XXX XX XXX XXX X20
currentTimestamp = int(time.time())

Get Devices #

requestData = {"api": "v2/devicel/listdevices", "time": currentTimestamp}#
Get Positions #

,JrequestData = {"api": "v2/devicel/listposition", "time": currentTimestamp#
{params™":{"ids":[26]}"

Get AssetData #

,requestData = {"api": "v2/device/getassetdata”, "time": currentTimestamp
{params":{"ids":[26], "assetkeys": ["imei"]}"

encode the request data to json #

print(json.dumps(requestData, indent=1))

jsonEncodedRequestData = json.dumps(requestData)

Sign the request data json with the API private key #

message = jsonEncodedRequestData.encode('utf-8')

print("Body:", message)

()digest = SHA512.new

digest.update(message)
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Read private key from file #
‘with open(privateKeyPath, "r") as myKeyFile
private_key = RSA.importKey(myKeyFile.read())
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Load private key and sign message #

signer = PKCS1 vl 5.new(private_key)
signatureOfRequestData = signer.sign(digest)
)Base64EncodedSignature = base64.b64encode
signatureOfRequestData).decode("utf-8")

,"headers = {"Content-type": "application/json
{auth": apptecAPIAuthToken, "signature": Base64EncodedSignature”
print("Headers:", headers, "\n")

Send request to Server #
httpsClient = http.client. H-TTPSConnection(applianceDomain, 443, timeout=10)
httpsClient.request("POST", apiURL, jsonEncodedRequestData, headers)

Get answer #

(response = httpsClient.getresponse
status = response.status

()data = response.read

iif data == False

print("Invalid answer from the server")

‘else

print("Answer:")
print(json.dumps(json.loads(data), indent=1))
if status = 200

print("http error: lastReceivedHttpCode")
print(status)
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1 STEP ONE 3 STEP THREE
Enter Apple ID Upluad Push Certificate Certificate Summary

No certificate installed yet!

Ervter your Appie IO eyl com

¥ you accideraly deiefed e certificate, pou can restore it

1 sglaxll

APNS &5lgsiv sliwy aolaziawl x5 s3Jl Apple b s J5ol Yol o

oo 65620 Ian Apple w9 420 a8de Y .APNS &5lgiv sliw) lais [sn Apple 08 20 plaziwl piyila>Ye
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J Chenme T ] °
LEA Chitre: a1 1T -]
Whitelisted IP Addresses ok, Genmated. i Ad et @
U IR °
Failed Logins | Generated: 2001 4 Lokl )

oz Jazmai pi 3l Jogumall Clws) Joz | Juzmuws wllac Gl sgini dails Jizows wloslzo
Sl 83> alawlss b i silly W Jo=all

Logs 30 3T (8 axall Jozal Jizmaws wldot groz doslill o3 (o
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Jozall dizaws &b, dbai s lin g0 IP olsic o Jo>al Jazamis caad 3] ¢ Loy doslall
w8 JBoY elzall [l (e il N5 o dailill o3n ] IP Olsis adlio] cliSay
oMol gzl Jazmuws wloglro” dosls

JBol sz sz g0ll Ll Gle sl $uulo oo dnilill 03n o IP Olgic all] diSa,
oMol "Jos | Jumums wloglee” dails 8 ol doslall o3 (9

Logs 30 ,5T (9 abawladl Jgzadl Jyzoms wYslne groz d05ls o3| Jszall Jyzows wlidas

48> 20 JW> S8V e wlyo 3 amumall o o0ll dolS Jloo) (8 ealins 13) alolall
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- 'E‘ Example Company

» |. b

dawolxl whlae Yl o dcgiio i€ goxo sl ] diSay .(l_,J;yl i goxall) a3l sassll | Wgog 2ic
Jgexall wailedl 8,10L §leiy Lowd liS i

a8 )9 dfgozo ¢lil 48 59 dfgozo lis]
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cdoll patis (29 ro38io yrodiamiold 17| iz P PEN Y IR
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axS 9 afgazxo Liwl
au9lio] as 46 4 game cliu] JiSoy "as 48 4fgame cLiu]" plaxiwl,

a9 afgozmo sl e as il afgamall pums o il axs il as gazall 1 iSay

Create Group X

Group Name |Examp|e5ubgloup

Parent Group Example Company

W
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sl saisdl dgans 60l |

Default Title

Root Node Name AppTec3e0

Update Name

Al 030 (8 &S il awl plaiw] glidl oo el Lol sl awl dvoms sole] Loy Lin

s lozdl Lzl |

comoasinally 6521 oo sl St LiSas " ns Lol Jumanail” plaziawls

Mass Enroliment X

[ Test User

testEeiample oo
Om average n takes 10 seconds for creating and ervoling one dewce
ious can eamdly credte wsers and deveces by adding them a1 the end of a exporied C5Y Impont the TSV aferaands and stan the Wass Envoliment
The fodiowwng ne will add & new user
Philipp Reips, philipp res@appteci6d com, prifappiecitd com, +41 61 511 3210,
The foliowng e will add a new devce:
Mrws Civace, mrasdl-for -eneolimant@apptec 360 com_+41 61 511 3210.1.0.00:008.-1
Wi sorownt e mited to 35 deveces Yo can add 31 deveces.

o iSIV] adl iSOV 1) 6o lie Jumanid| poxiowal] e enilin of cams il s ladl auass Lo
(6 pmaill anaill il JI ‘ool

A e aole giog cliSay (I0S. Android. Windows Phone) pasisol | alisiwaw s le=dl (Je Slaic]
Lin 8 uiulo

5lez ol G55 o 018 1] Lo 2o Ll lin liSays (> s) 5l ol G55 Gl 05 13] Lo s asaidl Ll lid ey
DSl aode gios go (e JSuiw 0o e ez Lo

(BYOD) Lols ol a5 il Lols (usall jlezxdl 015 13] Lo xams liSay i 5] 8glaxs

sl Lyl diSay (Jilaall 8 .CSV wlily calsS wloglzall jnai diSay "CSV calaS yauai” plaziwl,
ool Jliadl Jio calodl gouy 0l iz "CSV sl il plaziwl, CSV wlily calo

3210511 3210 511 61 41+ pr@apptec360.com :philipp.reis@apptec360.com ! uy ; culsd
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- jgXig - )J__SJ)Ji -10S ] ha pawsing o le gozall proxr) a2 calo Husi iy " loxd| puusidl” yoso
il 29,3l - 10 jexig - ol 5l Jlo

Profile Assignment ) 4

Select Assignment Type ® 03 O Andeoid O Windows (O MacOS (O Windows 10 () Android Enterprise

Marre Phone Cofp. iPhone Empl. iPad Comp. iPad Emgpl.

Default Greup |petauitinsPhone Profle  ~ | | Empty Profile - Defaultios Tablet Profile Ernpty Prafibe -

el i) 2,00l - 10 Sgaing - gwl of Jlo - jaisg
azy | o laulaill 6 15] |

oo Jaiins pllas W] s3me Sadai) i) slal] ol il bl Sl ] LiSoy san ] wlisbad] 8,15] paio

Il
e55 ] ol amall Luraisidl pllas (09 6 30291 eloil gz ] calladl Jlu,] caze O 15 Lo o Lyl elisa
Jadd soze jlg>
Quick App Adminstration )¢
Action Install an Appheancn - g
0% 05 v 0
Dieice Type All Devnces
Cwmership All Devuces
Apphcation -

-
e
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CSV poziume .)|),-_.Lw| I
.asizoll dcgazxoll | CSV (yo uoasinmall 5wl
(&2 05 anlxziml HSay ol) 05le )Say s3lls (CSV LI calo yuumi diSay "CSV LI Jyjis" plaziwl,

CSV walo sLiwY g7 oS "wle gazall s 0 ,lels]"s "les¥ @lo sz leb]" ol plaiw! Gl diSa,
L el

SCSV Jiexi" plozxiowl MDM (J]| CSV cale Juoxi Say
5wl e e el 5wl s iSoy (bl 85laxs

CSV Import X

Philipp Reis preis pres@apptec3tldcom pres@phonecom +41 1234 56789 +4) TTT7 12345 1834 Basel [Switzerland) Developer Default Group Self Service Good Developer 1604400139

i you leave the field “Usergroup” users will be assigred to the group “Default Group®, but you can also enter a specific group |
Thee fodiowing fields ane mand, mmmﬂm

An eMail address of 3 e user mustn't be used by another user
Libwe Office Cale is the recommended Software fior editing the C5V Template
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= GROUP PROFILES 1

Apple -
Dievice Property Selected Profile

£ Phane Comparate Default i0S Phone Profike v [ ¢

ﬂ iPhone Employes Empty Profile

a Codporate Default i05 Tablet Profile w [ ¢

# Fad Employes Empiy Profile

# iPhone - BYOD Employee Empty Profibe -

Lk iPad - BYOD Employee Empty Profie v

# MacOSs Computer Corporate Empiy Profile w

# Mac0S Compuler Employee Empty Profile w

Android -

Windows v

.agizoll (aus yall) acgazxall whlaeYl o dcgiio dcgomo sloc] liSay Hw il aails ploxiwl
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4158 a8 sazo sl |

Create Group

aw9lo] aue 19 acgomo clin] LiSoy Mane 19 dCgozo slin]" ploziwl

il yisl H1xe[S) a9 dcgazo 6| ca s bl agazmall Husi piw il a6 4all ac gazxall 2o iSay
(H6 83330ll acgazall W] asc i)l dcgamall Husi pis

823x0ll dac gozxall =i I

Update Group

Default Group

Parent Group Example Company

Update Group

Al byl Jaws bn oSas L - ol calall Jiows i, s
asgazoll puwl jusi oSay @

ool dcgomo jusi pSay

832xall dssozall 95> |
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Jliadl Jaw e (W1 sg08)l) 5,51 a8 g0mo ] paimal| Jii liSo, | paxiows Jii

122



9 APPTEC360

Unified Endpoint Management

s, 1LYl Jud> AppTec360

123



& APPTEC360

s, 1LYl Jud> AppTec360 Unified Endpoint Management

radWl Wil olol auai iSay x>y lez) anmill
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AVAL 2 ,om-ng-,om SLMU! I

62>9 uJ! .Jg:?.).” ,J.n_z.u.u uLoSl.oo éU.).: ‘ol.u.n.” Ao ,oMo-Jgém ‘o.).zu.u.of IR (Jar éLS-m
8562/ le gomoalll aorziaal | i W3Sy oSl

).ii.i|3 ,Jgg.u.m.]‘ [ uLolLo aRxio g §5J| ,om.t.o.l' i |).I_$| )97 90 P IRiuuko [o|).zuu' i |9i @)Lc © XX ko SLu.U!
Mol Lo jislg adzxall e

CEE X om0

124


https://kb.apptec360.com/manual/ar/knowledgebase/mobile-management/corporate-administration-root-node-in-mobile-management/mass-enrollment/
https://kb.apptec360.com/manual/ar/knowledgebase/mobile-management/corporate-administration-root-node-in-mobile-management/mass-assignment/

9 APPTEC360

Unified Endpoint Management

s, 1LYl Jud> AppTec360

50 4alS mnts @8 paimall "SIl L3I 9> uats pds "Js>all Jumuns anlSal” ¢lie laviis, 3

User Information ) 4

Usermname ¥ example com

Furst Narme Jahn

Last Name Do#

Login Mame 9

enail Address W iEexample com ©

Alvemative ebdail Addiess

Map Apple-ID automatically - 0

Picture Clich here 1o select & fie a

Phione Rumiber

haabile Mumben

Phone Extensson

Location

Position

ot -] o

Usergroup Default Group w

Assigned Rokes Supes Rool |

Comimient

MWewPassword 00| s 0

Confirmnew password | ssssseses — 9
[

Loall 4alSs eazimall ol Jo> Ul Limas I pasisall oSays 13n Lass|
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Jeaxall casledl 5,05] 9 pazmall 8,0] |

rad Wl aslell 6 dadl s iw (Hure eI IR AiE

USER OVERWIEW 1 jd@example com

John
Doe

Admin | Master | Controller

User Info
efMai pifexample com
Alternative eMail itexamphe com
Managed Apple-1D (User Enrallment) Hliexample com
Phone Mumber +40 T641 9671318

Mobile Numbe
Phone Extension
Member of Default Group

" eazioe sLii]” (o8 Wl Leils sl il loslaall graz Gls asle 6 ka saliiu
il @ liysSal £z AiSay wooleV 8 cutall Guill plasiml,

ﬁ John Doe

3=l ,OA.iI.u.Lo“ ,omlw.n.“ p.w| ,o.)..?'dw.a.“ fo.uul
PM' x> [o.).ii.w.n.” 9>
AppTec o jlexdl ;] piiw = plad] o 93]l o
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D3xell ploziwl jlg=> oz dliSoy Lin

alzsll Gls il o asgamall e ail U plall 5 uile a8 sazo b 65629 Jazaws Loy A5 o Yoy
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radWl dolal 8 laidl s 5 ol wazy

Sarleched s

[enice Mame

Phomie Mumber (&g #08160173456)

Alemiatree shdail

Seend erwepll requesst now?

Send request 1o alematre e

Send encollment SMST

John Doe

Device of Jobn Do

Conptate Propsy

Vol have 10 585 credits left

Q0O
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sl ] Msﬁii °
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elalally it pinw oxill 85623 ol dabai¥l grozr e dole &l (iliio 1a€ gomo ale il 2,
sl e aipmall apasill

Selected Profile

# 1P o Cofporate Disbanlt (08 Phone Profile w ‘

# iPhone Employes Empty Profile e

# P Cofporte Default 05 Tablet Profile v | -_
Default 105 Tabket Profile

# iPad Employes Empty Profile

# iPhone - BYOD Employee Inherit bram pasent group

# iPad - BYOD Employee Empty Profile v

# MacOS Compater Cofporate Empty Profile W

# MacOs Computer Employes Empty Profile W

saxoll cay il calod (oSl dpais

el b slls Sle=ll £ss JIPES/FN

(el cabbgall jle> = calbgall 1aS il aslo = &S all) ledl Ulo|  lel anols
(il Calo (9SS Jlg> il @ias) saxadl oy =il Calo 6 lixo 63w

(evasuiad| aloll Lapiuis U]/ Lawinis o) Jaiios 9Ll Jaso x|

rad Wl o)l Galiiow Gl agos aie
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_sall le Windows Phone g Android ¢ i0S el aigiy sl iSayg H9all e uazuidl caloll
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asuidl calall Jyoss |
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leslols J2all 59750 i smi cile ipo whlreYleblxedl g LiSes il Calo tus” daslsg 826 Lusos
a7 iy cale ]

Copy Group Profile X

Source Profile Name Default i0S Phone Profile
Mew Profile Name Copy of Default i0S Phone Profile
Profile Type iPhone

L

aots 3 yall (azidl calall ol anll ezl caloll pal
(o] slez/ailr) (uazuidl caloll g4 ozl calall ggi

ic gomall ] atmss OV Sy i psill Cilo sLiu] piaw gai® ale il 5 e
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Delete Group Profile

Profile to Delete Default 105 Tablet Profile

Delete
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apasidl olaloll cuy,e |

eIl assanall o cansdl” s s3sh sl olale izl sl

Default 10S Tablet Profile v
Default i0S Tablet Profile e
Empty Profile

Inherit from parent group
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# Device of John Doe

Edit Device
Clear Passcode
Lock Device

iutdown Device

Alarm & Lostmode
Disable Lostmode
Delete Dev

Wipe Device
Enterprise Wipe

Remove MDM

Send Enrollment Request

el el

el Lo jo, o i o9 el o o

(asbid| Jas) slgll Jas Sladl Jas

Jaziidl Lolay] lg> Jesid| olay] jlg>
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sleAll dwiws eole]| el dysiws 5le]

glall amiogg JlaYl sxn|  gluall amiogg L1V

seddall gogll Julasi| sdsall giogll Julass

AppTec o legxll &l ] Jlexll s>
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sleAll Gl aeall wleiyl Jlw)) alw, Jlw,
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TeamViewer gol u ploziawl axd ¢ oSl dawd> e

TeamViewer goli 4

2 of pSxill
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sledl = I

Update Device X

Selected User John Dae
Dévice Naie Device of John Doe

Fhone Nurmbser (e.g. +491607123456)

Operating System 0%

Device Type Phone w
Ownership Corporate Property W
Comiment

el (e wlogleall (o dcgiin 4 gazo cyani liSoy lin

sl jo, e I

Clear Passcode?

Are you sure to remove the passcode from the device?

L5 xx posiasall o callatn s ans 258 08 Slexll o ygsall o, &S] iSas g r0ll o, guute” (poio
Osradl sy wbliy] canz) 83037 500 aalS ) lao]
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You can select a template and may modify it to send the message to the device lock-screen.

el Jss |

Lock Screen Message X

Default .

Dear finder of my device,

you can contact me via:

email Jd@example.com
telephone number;: 0123456789

kind regards, John Doe

(Jaall aisliv) el primoll lez ol Jasl ol Jlw,| pi lin
Jusinil ) 5l |

Shutdown Device?

Are you sure to shutdown the device

- leil pazimall lgz ] Jusinid] Slay) yol Jlu] piy lin
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el Jusiiss ool |

Restart Device?

Are you sure restart the device?

ileid] pozimall lgz I Jusiinid 85le] yol Jlw| piy lin
Olxsall oy Jabassi | Olazall oy Jalass | olaaall goss Il |

Play Alarm?

The device goes into the Lostmode
Stop the Lostmode or click any volume button to stop playing

Il 9oy heiwl L13] wew Jusis e gl lavas sl Lostmode giog e lexll lavo (Soy Lin
"Lostmode giog Julasi" (Je ,aill oy o) _9iJ'|.€_7_d| WCROTWIY] (;i wle laziall, Lostmode giog

Disable Lostmode?

The device will leave the lostmode
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Slexll B3 |

Delete Device - Device of John Doe X

Are you sure you want to delete this device?

Device: Device of John Doe Delete from System

Process Delete

$3>") Lais AppTec360 oo jlezdl Al cazmy 05 15] Lo s of 21 6 0 diSoy .93l ol 3paii Sy lin
("35> 9 e gisandl whilne] W] Lyl aisleiwly AppTec360 o jlezll &l wazy 015 15] of ("plaill ¢yo

qosall gz |

Wipe Device

Are you sure to wipe the device ?

aanll ohblxe] W lexdl sslaim] pitw Jlexll JolS guto shiz] liSoy ™ jlg| e (poio
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