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MDME Mg o~ glELICH 2&0i[A C|HIO|AE PHE 1 CIHIO|A RHEOE 'AE ZH|0|{(BYOD !
Enahnced Work Profile)'E MEfStLICt M2 MM El C|HO|ANAM QR ZEE 22610 QR ZEE 7I1M2t
KM AQXE SME AR T2 L2 MYBIL|CE 0| QR ZE= AE SE9| W 10 MHE CHE HX|E

— HdJ
MAHS D StHS 6 'St = AME = AFL|C
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| Android Enterprise 7|7|0fl 22 gt&tstz{™ o{@A| sliof stLtR?

2 P3| . AE Play 250 — Play AE0] HojlA A8z ¢S Selsiof SLiTt %S
8111 'AE Play AEO| Mol A %S Meold T2Ho| Wp ¢ B2 -
ol S22 CtR 2 EE| 1 MA|ELICE 71710l Google AIFO| BRBHX
& WaIt gLt

o

rot Ml
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LS —

SO 30 o> 12
I

o> ro
Jot &

o &

ot

X

T

of

OII)

| Google Play AE0{0] LI2to| o A2 =37

AUl Y= Google Play 2ZE0{0f] @28 4= JASLICE O[HA| 5tH Play 2E0{2| HH|0|E HFHLIED 22

Clest 0|z 28 4 Uttt

O|=A| st2{™ Google JHL A} A O| LTIt Google Play 2 (https:/play.google.com/apps/publish)
=2 M3t 2aolgtL|Ct,

"OHE2IAH0|E HS7|"E SEITILICE 7= 210{et Ho| HM=S MERL|C.

Create application

Default language *

English (United Kingdom) — en-GB

Title *

AppTec Demo App

15/50

CANCEL CREATE
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CtZ O X|ofl A A4of| CHet Cret & YEE =stet= HIAIXIZF EAIELIC

App releases A

Android Instant Apps

Artifact library

Device catalogue

App signing

Store listing A
Content rating Fs
Pricing & distribution A

In-app products

HE MR ZEE YHotH X0 Crdet SIE 7|2 7F EA|ELCE

o}

A 7HA 3B A of2fel *&tE =
Of SHEI| 2= AFZO| UM AE = UGL|CH ot B S ZIHS MEHSHOF LT},

QA JHM7HM H2 HAIS eelota Hot=E =AHZ THEtshM Q.

Google Play'0i|Af = 7Ho| 2tQlzhs MEASHOF BfLICH O-HX| 2™ A

n

Managed Google Play

Organisations and schools use managed Google Play to choose the apps available to their staff and students.
Free apps are already available through managed Google Play. Ta license your paid app for arganisations to
purchase, or to target your app to specific organisations, tum on advanced managed Google Play features
Leam more

Frivately target this app to 2 list of organisations

CHOOSE ORGANISATIONS

This app is privately targeted 1o 1 organisation.

You can also target alphs or beta releases of your app to organisations. Manage alpha or beta releases or
Leam more
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DE TS AZYUOH "H S| A2 O|SELICE "HE" S "E=2HM0f| E0FR A|Z"S S=I5t0 x¢tS 0Ot
T3t HE AlAIgLCt
e = I3
€ All applications MASNAGE your 4TS APKL. ik RelRias sy and roll-oul your s 10 fEnduchon, siphd of DAta. Ladm mans
A #pwreicases ] € Confirm roll-out to production: 1.0
H ° o
[ artitace st Prepas release Review and rol-out
3| ikl Review summary
This release t3 ready to be rolied ot
Ov  App siging
B stere lsting [ APKS in this release
0 L : e Wersion come Upoates installs o active devices
& » ibatic ] e
= L I 3 minutes a0 Modsts ) %
i Whal's new in this release?
- it
Q o
% 1 7
PREVIOUS HSCARD START ROLL-OUT TO PRODUCTION

I

Play AE0{0A ¢S ALSE 4 S TYIFX| AIZHO| Chd 2 4 UBLICE ZRAIAT} ABE|H Play for
Work 200K S ZMStT £9I% 4 YALICE 1 S0l CIE A3t OFIIIK2 EMM 222 A8t
NS ClHtO| A0 ZHEHS| THEFEE 4 ABLIC,
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71 {EEI0[AHA = JHEFY JHANSE A Al (VMWare, VirtualBox, Citrix Xen Server)2t 222l .vhdx(Hyper-
V) Itd+= AHEY = JUELICH

*& 10 Hyper-VE ALY = 1MICHE HAIS ZHS0{0F FLILCE,
Jhat C|ASO| 28 37| 20GBO| 1 AEE{0l= 4GB2| RAMO| $iL|Ct,
{E2}0|AA = Debian 9 64H|E 7|HHQIL|Ct,

tM2 MAES 2 20l VMWare) 2= ¢ 12{|0| =51 SHO[IHHEO|X{ 0| M HAl OS RH0| SHIEAH 4
HE[O A=K| =lgtL|ct,

| 2tojdA 7]

=]

MHE 48X gdetstn dX[ole{H fFret 2fo| A nho| HRBIL|CE AppTec3600iAl 2& = 2t
ol d
=

2| 42|22 2foldA THY
| 1P =4 2 DNS &l

2tO| AT} U5 E SAE O|FS AHESHH 7[7[0|l M AppTec360 HS2H0|A A0 HEE 4= RUO{OF Lt

Windows 10 C|HIO|A S SEot2H 0{Z2I0|AAE 712|7|= "AE{ZEI0| = S&." 49| It 519 =l
S 273sliof ghCt,
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HE2 SSLE AE3t0 22 E|0{0F 5t2 2 FX[0M ME[E & = 2AF 7|20l|M 2get =
E 0|0l chet f=et S M7t ERELICH S M| 712l 7= B2 2 2 glo| Y= =okof LT Ch
=9 AR ZRI0M MH ABSME UASIH CAO| Cligt 2t AS A7 ERELICE

Windows 10 C|HIO[A0= 7|1Y S5 otel =oelof tiet £ 1S M7t 2L,

O{E2t0|HA HT 2021042 E = AH5OE MME|= Let's Encrypt QISME AIE2E £ JUSLICH2THA -
SSL QIEAof HHE[0] /UAD).

| SMTP AfH

AppTec360 EMMO| O|H[& S HE = =5 O[H|2 At SY/E= O 2 &ai|0]7F ERELICHO: 717] S5

U AE rad dA.
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AppTec EMM & Universal Gateway Architecture

Apple - 2195 & 2196 (DEP & VPP 443)

N Google - 443 ;ﬁ

~
A 5@% DMZ ',4 Internal Network =
v I a0
|8 S >
o 3306 u
el B =\
B B [ o o
P (4
2|3 gn:l EMM Server
-"-' BEEE
EDED ED31 & 443 | m * 389 "
| | |
- = i P
*" ':.‘ W)
| aec .
Device ﬁ 838123
-
2222 1 I 443 H
o OFED N
AppTec EMMConsole/ m o(())o
Self Service Portal 17— — 558 ) >
O s
443 KA niversal i
e Universal Gateway Exchange Active Sync/
Domino-Server
" Y,

Device -
2 Copyright AppTec GmbH www.apptec3el.com

Of CIO|{ a2 AFEdt2 = AH|20] 2t ot HZ0| ERTHA| 2R FLIC.

KpMIgt 22 CH2 Ho[X|o] EE EZoHMR.

I'IO
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2| 0f=2Z AppTec360

D= (2A51EK]) - AppTec360 {Z2t0|AA | emmconsole.com
TE 443 22|, AE{Z2to| = WAEN I Windows Phone E4I
8080 Android % i0S HRFL|AI0|M
80 Let's EncryptE X2 A& gL|Ct 0|F0= 4435 A RLICE
Q= (ClHIo|A) o D=9
TE 5223, 443 Apple FEA| MH[A TEA| §lo] HE 71550 &, 4438 MO = FE(
https://support.apple.com/en-us/HT203609)
5228-5230 Android FEA| MH|A(FCM), ZEA| gl0] HZ JHssljoF &
AppTec360 O{Z - ool HEEZ
gfo|HA
ZE 389, (Idaps LDAP2} AHEX} & 7|3t
636)
AppTec360 HE - oE
jo|AHA
IE 443 QIEZO0|E ZEA| MH|A(GCM)O| AFREILICE,
HAEO]/ Z20|AE0] 2N
AppTec360 0{E - emmconsole.com
YL ES
ZE 443 AppTec360 O{Z210|HA AHH|O|E, APNS QIE A 4N
AppTec360 HE K Apple HIES|3 (17.0.0.0/8)
gfo|HA
TE 2195, Apple FEA| MH|A 2 D[E8 AMH|A
2196
443 DEP & VPP
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| 29 &dio|E

A 2ot & ArgtE X &38f2{H Debian 2& AAE &7|H 2= 20| ECHOF BfL/Ct T2{Lt XA £ H
%19 DebianL 2 +& Q2 Z12/0| =51X] =2 FO[3tH[R. AppTec360 EMM O] £[A] £ M1} o2tk
& o|Z2to[AA 0| E0lA 120/ =8 + Ql= gts =12 o F /LIt

| 7tat ofZ2tojeiAgl 7| HUHS

210l AFZXHRE 279I0| HgMsHE LIt 22| &eoll= "sudo” AHR)

MySQL FE AME8X}
root
MySQL £E H|YHS

OHE]|
H =

MySQL 7|& AF2X}
AppTec
MySQL 7|2 AF8X H|YH=

AppTec
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| 7t ofZatojeia 7Y

BR: 7t 717 FES MESH| Tol| {2 Z[0] SHE =S %4 1280 x 800 A= HFsHOF SLCt.

OfZ 20| 120 2IQI6HE Firefox7t AHE Q2 AIXHE D 74 QIE{H[O| AT} EAEILIC
| =t
X 74 QIEIIO|A0] B UHBE U{ofof BHLICH O] HILHSE T4 QIEH0| A i3t BE Mot 1t
ofsatstis O ALBEILICE Of7101 A QIE{HIO|ATE EAIY 10|18 MR e & ASLICKLIFO #Z 7t

or me rE
oo >

Set Config Password X

Please enter a password to protect the configuration interface.

o IMPORTANT: Write down the password and deposit it in a safe place.
If you loose the password you loose access to the configuration interface, there's no way to reset this password.

Confirm Password:

Select language: English
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| 215 sAENIM 7Y

HE Z2MAE Zhaotst| 2fch B AU T HO|X|of] HMAT =~ AT HFS = ASLICE O[FA 5t

—

HEH 'QIE S AEM 7579 HHAIE HEMK.

Update Check

STEP TWO STEP THREE STEP FOUR ST
SSL Configuration Server Settings MySQL Setup Licg
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| 15074 - ofZ2to|otA ato|MA

1. HEHIZOM 22 2fo| A A S HZESHM K.

2. 2tO|MA M0 43X A= =M ofaf A3 2140 20| O{E 20| A 2to|MA FHHE 2tolgt
UASLIL.

@ APPTECSED

External Configuration

Update Chack Appliance Info

STEP ONE

STEP TWO STEP THREE STEP FOUR STEP FIVE

SEL Conf guration Server Settings MySQOL Setup License Agreement

1

You have mate changes that are not applied yet. To apply them, please run "Configure Appliance” in step 5.

Appliance License

Uplead a rew License File

I you have slready configured your appliance, you can upload your Applance Configuration here.

Uplead an Appliance Configuration Fila

You can download your Applance Configuration in order (o export it 1o a new Appliance.

Download the Appliance Configuration

Appliance License Information

Appliance Alias

Hostname

Server [dentifier

Contact Person First Name
Contact Person Last Mame
Phone

E-Mail

Included Client Licenses

License 10

Company Mame
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| 25t — sSL eIEA

&2 3I5tAHE AHESHH AFS ¢

g ESES RS ot o USLICHRIMITE LI 2
SSL-2IEM EX).

—

RS

AS M= =ootAt ME|AS AHESIH] XS 2 WEE LI

AppTec360 EMMZ 0|l F24 ZA0| HTTP-01 MEIX[E ALESIE=Z
M HTTP ZETJH & A0{0F &LIC} Ol AM Q™2 HTTPSE S5

2L HES "AiS(}=etstAh = Metst

2 MEY"S FEUCL 5B - 2to[ A Ao S MEH
M ASMIt RS2 QEELICE 2R R ASMII AHFe 2 ALEH, ASMIL = 2tz d Z2dUo
IS = ASS 2[0le) o|H S ZA| ELICt.
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2| 02 AppTec360

| AtgxtXIH

1. 2tO|MIA T} I='045|
ol

= 2 AE
2t A0 A =Heldt = ASLIC

=

2. ABM Jliel 7|of HRvt B2 B ABME HZESHHIR.

n

SR: 7= HZHS = H 50| UX| Qf0toF BfLICE HEHD 2 HSE 0 Ql= 22 YEESH| Tof| H[ZH
£ HM7AHSHA K.

2IE: Windows 10 C|HIO|AE A3 'Windows S5 SSL IEM'E A A& StL H|0|X| SHEHe| 5t
EHQIE QIBAM, HIS7H 7| ! B2t IS M(IP 4 3! DNS 2Helof| 2EE|0] UAZ)E YZE0H0F SLCt.

. APFTECIE0

Updiin Chisck

1 STEP DNE 2 STEP TWO STEP THREE STEP FOUR STEF FIVE
pliance Licens: figguirat Server Sattings MySOL Setug License Agresment

Fou have made changes that are nol applied yel. To apoly them, please run "Configure Appliance” in step 5.

S5L Configuration
Options
S5L Certilicate ) deneivatis (Las Enespi) LAY
‘Windows Enroliment S5L certificate ! Bnomatic (Lets Enorypt] L Custom 2 Windosss Enicliment disables!

Chck here for more informatian aboud Lot Enorppt

SSL Certificate

Certificate Summary

Commeon Name
Subject Alemate Mame{s)

Expiry Date

Private Key

Status: Lighoacked
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| 35Hl - Mu 415

1. 22 X2 0| FAE LHBIMHR. 0| FAE= ALEXIO|A| ELi= O|H|Yol| AEEDE AEX= &
K|t HHAE BH|7H UM AR S0 AH| HErSHOF sh=X] & o~ ASLICE,

2. M| AHIOAM O|HY S EHE mH AtEE O|H|Y XS L=TILICE o] HE2 ALEXIOA| O|HIYE ELin
HI 23M 39 7|5 28 E"support@apptec360.com"= ELi= O AFSELICH O|HY AHE X &et
S0l 0| MH E|AE'S Z2I6tD oo 2t M-S golsl{of ShL|Ct.

E-Mail Settings

Please erler valid SMTP credentials!
Al E-Maily generated by AppTec EMM Connoks will be sen using this soooum
Afte eetiring and asving the smad servel settinga, pleass vertly them by using the the Test £-Mail Configuration” Button bilow

Emiail Address

From Narme
SMTP Auth Method lesgin
Username
Password
Hostname
Port (leave empty for default)
Encryplion none
| 42tA — MysQL &
1. U HO|EMI0|AS AtB3tals 29 O BIS LS 4 LItk 22K 2ol 9= Hlolefsjo|2
Mol T3t 212 B S Qleig 4+ YaLich
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1 STEP ONE 2 STEP TWO 3 STEP THREE 4 STEP FOUR STEP FIVE

———————

You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

MySQL Setup

The MySaL s beer fully vested it Aprl 7, 2021, 045 am.

¥ yous change the seftngs aMer the sndsal configuration, you have 1o reconfigure your appiance by cliciong on "Configure now” n step §

IP Address or Hosiname 127001 (Defmdr 127.00.1)
Username AppTec (Detault AppTec)
Password sessas [Detadt AppTec)
Port 306 (Doetmr 3308)
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| SEHA| - tolMA Aok

2tO[MA AAME SHOHFAM K.

2. "Solelofl M2t "o Z2t0|AA Y HES =2 @S HE LI

SIE: 282 HEStH 5HA MM 2 S HAT miotct ‘o S2to[A A 4S5 At of LILH.

1 STEP ONE 2 STEF TWO 3 STEF THREE 4 STEP FOUR 5 STEFP FIVE

‘You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

License Agreement
Fietont pssswonds and sened an Account Creation bl for all ncheded Chent Licenses

(Check thes f you've already configured your Appliance and the accounts wens created, but you didn't recesve amy E-Mad )

in order o configure the AppTec Applance you have io agres i the hoerss below:
ek b 1 riied th Licenrse Agresment snd Terms and Conditons of AppTe: GmbH
| et resicd s et 1o Mt licerse agpesments fof his product

Press on the Bufton below 1o configure the appiance

2fo| M A0 CHoH XS ot FAZ H|YHSIF ZekE O|H|YOo| MK
of 'E&tEl Z2o|AHE 2to|MA 0| EA|E)

$Q
>
=
_lT'_
=

_l:l_
X
2
Ml
L]
=
Q

>
ul}
=
T

>.

A =)).
O[H| O] H|ZHZQ} HUHS S A2 O|H|Y FLE A0 2E0| 2301 £ ASFLICH
Z&0| 23015t H BateK 9| FAY 2&2 T AE 0|FS Y=GINR.

O{Z2t0[AAL SAE O|F2 1EHA| - {S2t0[AA 2HO| AN HE 4= ASLIC
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3EH - M 4432 0|t AHo| SHIEX BelBtLich, U
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ZE 800i|M sl =02l O|EL 2 {E20|H A0 A
£ QEE "var/logl/letsencrypt"®ll 2 1= 45 351sH0

| 2o HE At
AppTec360 HEEO0|HAS Hoote{H CHZ HHAIE +Adt= A0 E5LC

Ol FA| X|&0| oLzt 7= Fdof| Chet 2E Al EL|CE.

AppTec360 AHEXte| H|HUHS HE

o MySQL AHEX} "root"2t "AppTec'2| H|ZHS S HZSH 0] 2} 4EHA| - MySQL HE S HI0IE
gfLict.

e 7|2 SSH A ZE HA

o ZE0|M ZE 802 ATHSt S0{2= HTTP E2{TS 51 &3HA| 4 HTTPSE AFE3HM| 2. HHO|
2EEHHTTPSE ¢ 27 8k 7SIt
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E-WAL SETTINGS

Android & AE Templates

Fmopeent 0| Amdssid o | AL Dewicn Oessi

Ut Dalaidt W ] e [EE]

?ﬂ;‘,‘.mtw Datauit Cortaudt Cetautt -
dedcional [Comma sepanalad] Datpuit W [T L Codah -

I05 & MacOS Templates

Sedrrd WS
R T 0| Dot aiit Cedault
Lttion sl [Comma sepeaier] Catan | | et V

Windows & Windows 10 Templates

Baoem

s o] v Cedait -
drriniiraio

foigeamake com| Petan = e

el o ad (o Bapnala] Derlall i Cetauf W

VPP Mall Settings

nat Dafautt

TeamViewer Remote Assistance
. ____________________________________________________________________________________________________________________ [ _________________________}
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I L Y Y Y C Y I
rdros) Evpimesd £ 2Tt Ervmeimpnd wourt for vour dndeped dewoe L n
W% Ernimand (22 Bl Enemiimpnl spgusprt for vour I0E geice Lo 0
Windioeer Ereplmerd Tty Errnimend wouset fr vour Wndower descs Hed 0
Uner VSR imiption Tty VPP It ot 0
Lok Srrmn Kimrenge [ ] el At 0
Winizars 10 it [ ] Errnimand mmume? e v Wedsee 10 deoo ot ﬂ
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AL Jtstt EY0|AZHE = & AELIC FHE| 2|0t E2|0[ A= 7t CHELIC

Add eMail Template

Template Alas Copy of Default
Type AE Container Enrgdiment
Subject Envoliment request for your Andiold device
<ntmi=
+u?gry::uuo Sprename’s Rsumnames, l

=Br f=your aaministratof requested you 1o install the Enterprise Mobike
Manager Client on your Android device

o /=

<br /*Plaase comphete the Tollowing instructions 1o ennoll your device into
e EMM Server

A e

=Br /=1, Ingtall the Enterprise Mobile Manager Cleent from Google Play Store

Text

eMail Format Text & HTIL

| sMms 52
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MEd ARSIQILICE Bl 2 2 [ HIYE Mt | WS Tl

AT HILHS S HES 3 AN6| BBl HILHSES 3 ¥ T Qoo BLICE

50



Unified Endpoint Management

9 APPTEC360

2| 0f=2Z AppTec360
o2t 7|9t oA

I.

—

i

- )

H D an IH <1

mEo_ﬂo meM I+ o3

o distdtdh o< S ol m___m_wu_.
S5 o ol

A_H_,_LOI ._QNH_ or RO

3 %1 X0 & 4 B

<+ R oo W

oo . joll 81 H

= ol O w_._mﬂ ° o

ooeooee Ofle Do rar 4 Zlom & 1H

RrK Ik

Tro 3w I+

TR % == ol zo

I.II_IA_I ™ 10 ._LOILE

0 & o fo- Wlr

X w0

< BT 2 <

oo o= o %3_

- L - O I - - | ] ] W_H_.Am_”l_ muﬂ_H_ M._um_._._

ﬂo____.kl:_o Au__uwou of Br

BH SR Zm

BT s - ._%ﬂﬁ

iy ~Npm R g
W= 1% ol - T 1o

- IML ._lmﬂ_/A 5=

OM_“MH_E Mo._: HI_._uuT

MR- R

e I oy

m Moo yjy ol 3|

=l uy 8r all

- M 2 W 2t = <|

HER oL oI =

. KO %o z0 % = 3

E - SR m g = B = K

- L 4 # _._._u_TA |-|L

. ; i : § K K R

m; EESEEN] | - ujJ 0o of

v § & 102,13 EREEERE  H:  DIER o oo of 9% o —
g1t ,wmmmmm SERRRER] | g6 83 H = X Al_ﬂoe
Qg FWT g

1+ W F oyl 3 o .
. R w0l o
¥ g Toll ol > Br ol o3 oh
g |y .mﬂ.r._lo ._.m.A_n ~ Ao
1IN Bl ol wmo D ol
1 Bk THARE B =T R
R = R
FTmR oo Ry Mg
KEXI R X OM O

51



Unified Endpoint Management

9 APPTEC360

re

t2| 0l AppTec360

Iodsr SHCH
1= =2 O

Of7|0lIM S 71Tl 2= ALE X0 THEE 7HR9f 31 AFSAIE O HEE 7HX[ 1 =X 2ol 5= ASH
Ct O7|0l M AFEXL 2= FH| 280 JEE E€9E & JASLICH

Mazs role assignment

1 TS FIOIAL AT 08 £ ASXIE MEBILICL B AIBRIS Mol D82 MeE 4
UELICL IES MestR! 2 Argo| s E— Lol BE ArgXIeH MeEst D80l 43 59| IE

HE ALEXOf| A &S njEL
2. FILSALE ®IAY S MERLICE St EE= ofe] JHe Y S el = ASLIC.

3. . Select what operation you want to perform. Clicking the “+” adds the selected roles if the
user(s) did not have them already. Clicking the “-” removes the selected roles from the user(s). If
you add roles to a user which did not yet have any role, it will automatically enable “Can Login”
for the user.

4. ME2 2250 Z2MAS 2tZ L) oo o] gl "'2Q1 7450 HIZH-getE|of AqAH AFEX
=)

oiAlE HI2H= 21 237F T HYO| XS 2 MSE L

CHE e = orzholl M EEEl Aedol| Chet R E eele = JASLICH EF ALEXto| tigt des =522
HEY = JASLICE

Ao A gt S gEste{H OF, ArEAt & ClHio| A9 ER I P A= ZHHY 222 0| S3HOF RLICE AME
AHE BSI0] AES TBLICL Tl S0iM AT e HHS T ABRIO| CHEHM B ALSE 5 QU&LIC,
Assigned Roles Developer X | Select one or more
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| API 2l A
| AppTec360 REST API &K A

AppTec360 REST APIS AI2382{H Q15 EZ(API 7)1t 719! 7|7} HR3IH, 0= Z2| 220)| A AAMsfo}
SfLct.

O|Z | 5t2{™ AppTec360 EMMO| 2215t CHS O 2 0| SgfLC.

Udt MY - Ag J|gt HNA - API AMAZ 0|80 M 7| F7+gfL|Ct.

AP| 7|0f| #otE MEY AEXHE MESHOf SfL|Ct.

el 7|= ot HEt CHREES £ JEL|CH CHREEI AREH 7|7t AR E| 1 CHREE' HEO| AR2HEL|CE.

el 712 24t 32 M API 7| S 4-ddliofF gfLIC}.

e RESTAPIE 7|2 URL Of2{0| M At2E & JUELILCE

/public/external/api
e IE QML POSTE Sl ELHOF THL|LCE.
e RESTAPI= HTTPSE E3% &0t X|lgtL|C}.

o RF0= O3 silE 7t Zete|0{0F gLCt:

5l O|& sl 2t AH
ZHX Y application/json ks
auth 123...xyz "AP| MM A" RO AP| 7|
ME Base64Z Q1A El MH E A85I0] WHE mo|2E2| MH
"API MM A" ROl M JHQl 7| Y=Lt

o R 2E2 L3 US ZENOF 5= json A2 El AK|O{OF LICE:
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e |ZE ofN| g M
api |V2/EX|/ZSEEAK] API O|E
Azt |1529662725 Z2I0|HE HEEQ QUA EIQJUABIYTC).

SHEE[= 2[CH AlXL
S2to|AESt MH ALO|2] HIZ2 30

=
.

o MIBIH API= QAME H|0|E{(OF2 FH2| X ZX)Q HTTP AE| 2= 2002 vHetEtL|C},

—

o QFI L HSHHA HTTP VBl 2= 70| W2F 4xx0i[ A 5xx AFO|Zt E[H S & ZK[ofl= AMEO| 812
= A= 2F HAX| SZ0| ZE "errors” 7|7F U= BIEO0| ZLHELICE.

o X0 Zx[SH= HO|E{7t gl= B 2l BiE0| BhetEL|Ct.

o LC|HIO|A IDZ} EXHBIX| G Hhat

s
Lo —

|'l0+

HIO|E{= nullo] ElL|C},

| 28 oA

POST /public/external/api HTTP/1.1

Host: myapptecemm.com

Accept: /

Content-Type: application/jsonauth: 1234567890abcdefghijkimnopgrstuvwxyz
signature: a/lbnOV466a0SiyVfsbpspZ+NxiTpmeF18NkfnOlq+OrEZDu9+VW7ESKziPXvw
kKTM5B9j/t1WGN1mRcIKe80m8fDKPj+Ir3aBgoMJe7wGXift+uy6iS7Chpdz2iZA4KPxxU9Z
GU2cdQ/SQceX57pi+ch7ApxBeVX2+lJapTwA6CIBOmJIFaf4MPcg/
TLZWkzKXKF7LNzNJHiy/vSpZcqjbXjpC4HWrX6j2uZG5eSP8KYCTR
IVQFGtkX9pcyaNAwWguR7zOOwWMu/8LO0K(q21/19rkabE4ZgUjtKS2+
+q+rhémrP1g4BCZ7Xqg/wvgZkaP

bOCStBdMRVj46i3enxCXcLQQ==

Content-Length: 74

{"api":"v2/devicellistposition","time":1529665112,"params":{"ids": [10]}}
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EE

S E CldfojA LA

7|5: 7|51 CIHIO|A D, IMEI, Al2|€0| ZotEl 2= C|HIO|A =25 BhetetL|Ct

API URI: v2/device/listdevices
T Oof2fo|H: gls

MEf mat0|Ef: 1S
QM EZ2 (o Al
{

"api": "v2/device/listdevices",
“time": 1529662725

}
e 23 g A

{

"errors": [],

"list™:[
{"id":"10","serial":"987612345","imei":"899938455454"},
{"id":"11""serial":"619723118","imei":"713032378599"}

]
}
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(GPS) 21X 58 71H27|

7|5 X IDO| Chell MEE 2E 91X 23 ¢
API URI: v2/device/listposition

T Of7HEH 2 "ids" - C|HIO|A 1D HHE
MEE oo S g

QX 22 oA
{

"api": "device/listposition”,
"params": {

"ids": [10, 11]

2
"time": 1529662725

}
e 23 g A

{

"errors": [],

"list™:[

"10™[
{"time":"1529632725","pos":"47.5572,7.5967"},
{"time":"1529642725","pos":"47.5572,7.5968"},
{"time":"1529652725","pos":"47.5573,7.5969"},
1,

"88":],

]

}

Jo
1o
Jio
Ju
o
e
for
1o
-
n
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XHA B JER 7]

Ils:

XtAFCIOIE] 7EH 7|2 ALEst QAT £ e MEE ZE XA S ES ghetetL|Ct
AHZHO] 918 4= Q= Al fE= XHAHE IS AF2SI0] HIO|EHE KT 4 Q&L|Ct

API URI: v2/device/getassetmap
H Oi2tolE: gl
MEH m2t0|Ef: glg

QA H3 oA
{

api": "v2/device/getassetmap”,
"time": 1529662725

}
oLt =5 oA

JEEES/ERE

Sl |3 B A 2= RS LI

o

{
"AssetKeys": {

"UDID": "AT001",

"Device Alias": "AT002",

"OS Version WinMobile iOS MacOS": "AT003",
"Model Name": "AT004",

"Serial Number": "AT005",

"Total Storage": "AT006",

"Free Storage": "AT007",

"IMEI": "AT008",

"appteclD": "APPTECID"
h

"errors": []

}
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DE XAHGI0|E 718 27]

7|s: ClHIO|A Do) e &2l of| Al Hjo|E =
API URI: v2/device/getassetdata

ol of2jo|g: - C|HIO|A ID HHE
ﬁaaWNMA

"assetkeys" -
HESLEILICE, Off A

QA H3 oA
{

22 vkslstL|C}

— -

ol A Hlo1E 7|. XIF5HK| &
IIHRI|E AE3He oAl 7]

LB A st
=222 4

i —

|:| -'--c',- =
dhetet =
Al OH 7 | A
A H =

api": "v2/device/getassetdata”,
"time": 1529662725,
"params": {

"ids™: [

26

1,

"assetkeys": [

“imei"”

Q-

[ - N =} 01A|
{

"result": {
"26": {
“imei™:
}
2

"errors": []

}

"349157642516427"
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| Python32| oflx| 2=

I lusr/bin/python

import base64

from Crypto.Hash import SHA512

from Crypto.Signature import PKCS1 _v1 5

from Crypto.PublicKey import RSA

import 0s

import time

import json

import urllib.request

import urllib.parse

import urllib.error

import http.client

applianceDomain = "YOURAPPLIANCE.COM"

apiURL = "https://"+applianceDomain+"/public/external/api*
privateKeyPath = "/path/to/PrivateKey-XXXXXXXXXXX.pem"
apptecAPIAuthToken = "7eXXXXXXXXXX XX XXX XXX XX XXX XXX XX20"
currentTimestamp = int(time.time())

# Get Devices

#requestData = {"api": "v2/device/listdevices", "time": currentTimestamp}
# Get Positions

#requestData = {"api": "v2/device/listposition", "time": currentTimestamp,
"params™:{"ids":[26]}}

# Get AssetData

requestData = {"api": "v2/device/getassetdata”, "time": currentTimestamp,
"params":{"ids":[26], "assetkeys": ["imei"]}}

# encode the request data to json

print(json.dumps(requestData, indent=1))

jsonEncodedRequestData = json.dumps(requestData)

# Sign the request data json with the API private key

message = jsonEncodedRequestData.encode('utf-8)

print("Body:", message)

digest = SHA512.new()

digest.update(message)
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# Read private key from file
with open(privateKeyPath, "r") as myKeyFile:
private_key = RSA.importKey(myKeyFile.read())
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# Load private key and sign message

signer = PKCS1_v1_5.new(private_key)
signatureOfRequestData = signer.sign(digest)
Base64EncodedSignature = base64.b64encode(
signatureOfRequestData).decode("utf-8")

headers = {"Content-type": "application/json",
"auth": apptecAPIAuthToken, "signature": Base64EncodedSignature}
print("Headers:", headers, "\n")

# Send request to Server
httpsClient = http.client. HTTPSConnection(applianceDomain, 443, timeout=10)
httpsClient.request("POST", apiURL, jsonEncodedRequestData, headers)

# Get answer

response = httpsClient.getresponse()
status = response.status

data = response.read()

if data == False:

print("Invalid answer from the server")

else:

print("Answer:")
print(json.dumps(json.loads(data), indent=1))
if status != 200:

print("http error: lastReceivedHttpCode")
print(status)
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| Apple 74
| APNS 21EA

710l APNS AEME HEZEY 4= JAELILE 0= i0S & MacOS #A|E 2E|oh= ol 2Lt

E1: APNS QIBM = 1'—.j St R efLICt Btz E[7] Hof| ALlsHoF ghjct A EXh= WY met S
StH(OrH =) R & soll Z2|X| g LCt.

M AAsh= 22 2 Z2 0|0| SE& C/Ho|AS HEAY & glELITH BE FX|E OHA| S§0

Ct.
STEP ONE 3 STEP THREE
Enter Apple ID Upluad Push Certificate Certificate Summary
No certificate installed yet!
Ervter your Appie IO eyl com
? you sctaiertaly deleted e certficate pou can restore
| 12t

o HX, APNS QIZNE TtEE O| ALEE Apple IDE = BLICE,

10: 0] Apple IDE APNS QIZ A ‘H40f2k ALEELICE O] Apple IDE EX[2t 20| ¢l &K= 0]
Apple IDOI| CH3H 2X| RetL|CH ESt APNS QIS ME A 4I5t2{H 0| Apple IDO]| CHESE HMA HotE Heoh
LICt. w2t e Apple IDE AFE35t 21921 HIO|HE EXAM25h= 20| ZE&LICH APNS 21 M7t Btk
7| oi| AFE¢Tt Apple IDQ| T F=AZ 2|01 7 HMEE LTt

o A&ot{H ThE BHA'E SEYLICHL

o (MIE AYE) M2 AlH[oh B2 O|FOf| AK|TE APNS ISAME 57 = ASLICE
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Y
STEP ONE STEP TWO 3 STEP THREE
Enter Apple ID Upload Push Certificate Certificate Summary
By e o sagrd s o tiate
1 Dosnieas TS Ladra o anCartfic a0 tet

2 Upioed B cerbfale o Loois D Certfintes Dot (Pegse g B Lope ) i ecaroe mm
3 ou wil gat 3 parm i Upicas e pam e

Choose your PEM fie

ot Pl P st

o "ABM HST|"E SEITLICE

o (MEf AYE) HZE YUHEILICE 2 HIHEE 22[ot0] &A AEE + A= 3R REY = ASLILL

o MU MENS SE[SID HYZESHH= APNS QIS M E METILCE,
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 Successiuly nstalied new APNS Corlifcate

APNS Catificals Infermation:
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Conneclion % Push Service: mectess?
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[Chﬂu Fil | Mo fie chosen

Famorve the APNS-Certificate 0 B ﬂ

| 3ctA
O|XM| APNS 2IZME 22X oz MHIMOM O|H| i0S & Mac
3CHAO A= SZH AF2 =01 APNS QIS Mof| CHSt R E & £ USLICE

Lo ofHO|| FA|E EHAIOf W2t APNS QISME Al = A= FHE JASFLICH 22 =7 Hof| Hilsh= A
= SX| ORM|R.

i, 3THA[Of] Al Apple ID2 2918t O|F0f| AF2$E QIS ME MAISED M OIS
OISIMIR. 3THA|I2 Apple ZEA| QIS M EEHO|M "i"E S2I5IH APNS Q5 A2 "F
A2 ABME AEsH= 1R IDYLICE 0|E Soll SHIE QIEME AlHstn SHHE
Mot= o ==20] ELICt

dilsts S "R FA| AS MO THE FH|7F AISLICH"2HE HAIXIZF EAZ|H CHE ASME HLUUAL
M IBME THEUSS of0[RL/ct.
O|F0fl ArE3tE Apple IDOf| f O| & HAM|AS £ gli= HL22 Z0| M QISAME HYZE5t2{H HA oI A2

£ MG ChA| SEE t7HX] o3l S=El CI6F0| A0 CH3 o 0|4 HEAE 4= |lSL
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65



i

2| 0f=2Z AppTec360

9 APPTEC360

Unified Endpoint Management

| DEP
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o BE M EAS ALE £ UBLIC

DEPE X|&ste 2|28 Sdlf 77|12 Folof eitt= FHoll folstMIR. RiMet LiE2 2|22 SE= Appled|
29I5IM| 2.

DEPO]| CHSF XtM[SF M & https://www.apple.com/business/dep/

Imported DEP Server (+ N C)

=
Jonn Doa o som Esamp Comean Sucanshu 2 davs n i . @ ;Eftmﬂ o @ &

Lot scesshal pechronitston Seconds agn

Ful Autrmation P v e
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DEP Server X

Please upload a DEP Token and the matching certificate which was used to encrypt the token
You can also issue a new certificate to create a new token using the Apple DEP Portal or Apple School Manager

DEP Certificate Click here to select or upload a file w e

DEP Token Click here to select a file

Add DEP Server
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# Business
Organization Personal Settings
Activity My Profile
Locations
Preople e Apps and Books
Accounts
ks Organization Settings
Enrollment Information
AppTec GmbH
Devices
Devices Accounts
Assignment History 12 Managed Apple IDs
Data Source
Content Mone
Apps and Books
Device Management Settings o
c“.m‘m. " rJI"n'I'. L I: :) :I

@
@
@ -
@

@

Device Management Settings

4 Devices

Qa MO

Show  Add MDM
Devices  Server

Customer Numbers ©

® 1 Active

Default Device Assignment
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0| 228 CcSVE WELHD 7IHE & Q&L|Ct.

| ol SAIAL X 2|

Tariff Information

Carrier O | Tariff
carrier tariff
Optional add-ons

Carrier 0 | Option
carrier addon

<>

@

Sim 7}=& F7tot2{H M HES 22510 otLt L= o2 72| 0| SLAE F7I0HM| K.

g

2Asts S OfeHol MU H=22 FIHe 4 YALICH
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of710fl o] AFEXI2| M FtETF HEAIELICEH M FIET = B HESHALE HAHY 5
742 Sim FtEE 7HE £ JUSLIC

UASLICH AFERF= 02

SIM Card Info

@&

Phone Number

Contract Start

+49 7641967 1318

Carrier carrier
Tariff tariff
Options agdon
Tariff Price 9.99¢
Contract cancelled No

2170-12-31 ( extended 2170-12-31 )

Contract End 2171-07-0
During Time &

Mobile & Data Mobile & Data
Data Volume (MB) 25000

Multi SIM No

SIM Card Serial 1 123456789
PIN 1 e )
PIN 2 e G
PUK 1 e &)
PUK 2 e G
MNote Example Mote

O

= =3
+t==

—_— 17

" 2/5t0] Sim 7IEE 3
o BE d FtE FEO|T EAIELICH
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Subscription Management +]

i | Mumber of losnses Start of cor i Of CoeT Duration Bilingimierval ) | Asfomatc Renowal Ronewal Pariod [ | Subscriphion oo

AppTecdl  Unified Endpoinl Mansgement Packege 100 202840119 as0N-19 24 Morthg 12 MApnthy L] 12 Montmg 0
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0| T BAE TAS ARCHAM 12 WEUIN +5 SYBLICL JISHORE BE Y KYS Y=
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L|C}.

Log Information

Action taken / Setting changed | Value

Y liems per page: |20

A

Path | Type

Ecit Deietiod profite a o Do Dvice Disvicd of John Dod
Edit Device profile O Join Doe Device: Device of John Doe
Edit Consoke Settings -4 User. John Doe
ConscleLanguage Y English Jonn Do ™ Consade Settings i)
7t 2H|, OC|M, FAS HIYER| 2ol &= AFLILE 20| et =S 2o MAS LIES = =
T S,

start Time: )4
X

End Time:
Type of Element: All ", |

Mame of element; Filter elaments

Name of sefting: Fitter settings

'LAF RO BE J1Zh2 ZAF 235 MHSH| ol EotLt 22 2280k 5h=X|E FolgtLlot.
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LM AEE S| HEE 22I5I0] AS A7t ot~ S El Fetoh (XS =helFfLict.

CA Certificates

el Lisitil & | Fiename 5 | Upload Date £ Usedia Profile

13 APSPClIE3Te4-343 Appia Application MDM_ AppTec GmbH_ CCQQDZ566GEKE — Co )

130 RapidSSLTLS DV R

Q0

o
1]
g
2
s
9]
111]
=1
2
0
a
1]
wr
oooolo ooo

adid Unti % | Pasowon A1 Filename 0 | uplowd Date O | Used in Prome
3 Yalid test pi2 Pad — Secuitty M. # %
i3 BER valid DEP_Crecensialpl2 4y
DER oEF valid DEF_Crodential pl2 ey
£ |d@apgtes 380 com jdapptecs0 com Valid |d@appiec 380 com. p12 CCOQD25AGGHA — PI = ﬁ
CCOGD2SEGHKE — PL. &
COOOD2SEO0KS — PL. A
COOAD254GGKS — PI =
COOODISEGEKS — Co . 5]
] client] Anptec CA 60508 walid oeniP.pi2 s [—]
114 [d@apeteciel com d Zapptecis com M0512-09 walid smime_jd 12 ipod — PIM Manage.. 5] ﬁ a
ipod — FIM Manage. )
Other Certificates
Upicad Date £ | usedinProfie
24 cacert pem COODDISHO0KE == BYOD = SECUNEPIM CONLSNGT = SECUTY K} i) (=]
Gateway Certificates

Fikename & | Date £ | Used in Setting

163 Gateway Certificaie °
165 Gatemay Cerlificain Q
166 Galeway Certificale Ukiversal Galeway — Galeway Seflings L)
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Moo Choma o et P M (-]

' 0 Chenme T ] °
LES 3 Chime His=t1 I H -]
Whitelisted IP Addresses oL, Generated: 1 Al @
UL °
Failed Logins | Generated: 2001 4 Lokl )

2O HE Z&0| 7|2 oIzl 2a0lst 22Xt AFe 2a0l0] ZotEl SEQIL|C.
O] Z==0fl= Xt 30 et 2210 3¢ 2= 0| EAIELICY.

SIO|ER|AE P |3I0|ER|AEN SEE ZE IP T SEYLICL
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V_

- 'E‘ Example Company

RE LR Wi O8)0l =EotH 2HHY 22|t 2Esto] 2|ALo] CHot Cist MH S S3e 4 USLIC.
stel O2& 2HE7| okl O3& =7

FE LE O|EHHY|  |RE LE 0|F HFO: &AL O|E)

e S5 02 C|HIO| A/AEXLE SAl0| SE5}7]

CHar &t ool ZF 0| Z2HS SHSNR

k= H 22| Zt O F ZHX[of| ofE2[A|o] Mol it MX| @FS (H)MX| @F ELi7|

CSV ALEX} 77| [CSVOIM sliEk JECE AKX} 7Y 27|

Create Group X

Group Name |Examp|e3ubgmUp

Parent Group Example Company

e
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| RE = 0|5 HH|

Default Title

Root Node Name .I.ppTHa:BEﬁJ-

Update Name

7oA RE 0|52 HEY = UASLILE 0| L S|A O|F S AHEdt= 20| 2ErHYLICt.
| —
I g s=

THE SE'S AL85HH o2 FX|2t ArEXE SEY & AL

Mass Enroliment X

a T tesiferampie co
Om average n takes 10 seconds for creating and ervoling one dewce
ious can eamdly credte wsers and deveces by adding them a1 the end of a exporied C5Y Impont the TSV aferaands and stan the Wass Envoliment
The fodiowwng ne will add & new user
Philipp Reips. philipp res@appteci6 com, prifappoecitd com, +41 61 $11 3210,
The foliowng e will add a new devce:
Mrws Civace, mrasdl-for -eneolimant@apptec 360 com_+41 61 511 3210.1.0.00:008.-1
Wi sorownt e mited to 35 deveces Yo can add 31 deveces.

AEX7L SEE AIE A0, CHA| O|HY, SMS)E &IF MEfet &~ USLICE

A X7t 4= A C|HEO|A(I0S, Android, Windows Phone)dil [t2t o 7|0f] =& EA|E 4= QU&LICE.
AOEEQIX| EHESQX| TEE H7|0 M e = A2, 20l HAS Sdlf SHIZAH| MEHSOF Lt
OFX[9} SFA|= ZF CHFO| AT} 2| At CIHFO[AQIX] 7HQl C|H}O|A(BYOD)IX| HAe 4~ AUELICH

"CSVE WHELHZ|"E AIE26IH MEE CSV H[O|H DY = LHE'H £~ JSLICH BICHE "CSV 71 7["E At
2510 CSV H|0|H M2 7tHS £ O, It 2 ofzl o|A[LF ZHotof gtL|Ct:

Z'z] 2f0[A, philipp.reis@apptec360.com; pr@apptec360.com; +41 61 511 3210;

| chas et
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g ggoM= 25 280 Z2HS 22e £ IOH, 0] i0S - Android - Windows - MacOS -
Windows 10 - Android Enterprise= Lt/ L|C}.

Profile Assignment X

Select Assignment Type ® i05 0 Androsd O Windows O MacOS ) Windows 10 () Andraid Enterprise

Marre WPhone Cofp. iPhone Empl. iPad Comp. iPad Empl.

e Default Greup | Default i Phone Prafile ~ | | Empty Profile - Defaultios Tablet Profile.  ~ Ernpty Profile v

2IER - MacOS - fIE2 10 - QtEZ0|E AT 20| =
| w2 o 22|
2 4 220 A EH OHE2|AH|0|Mof| CHet MX| EE= HH @A S |ot= OSE B 4= Q&L

CEoh MEHSH OS2l L E CIHIO|A REOZ @FS HAX| OfL|H S CIHI0|A RYo =0t HHMX| Folgh
o

Quick App Adminstration

Action Install an Apphcation - g
04 08 - 0
Desvice Type Al Devnces

Owmership All Devwces

Apphcanon -
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| csv ALE Xt 7k 27|

CSVOIM die AE2 2 AEAIE M SLILE

CSV HE3 CI22 'S ABSHH CSV WES IHUS L2 4 20T, 0|2 YRSPILL HX8OR A8H

& B

'Sfgh ofo|C| EA|' 3L 'F Ofo|C| EAl' S HZE=Z AESI0] AHATtel Csy Y S ghs =k JASLIC.
A=

Philipp Reis preis pres@apptec3tldcom pres@phonecom +41 1234 56789 +4) TTT7 12345 1834 Basel [Switzerland) Developer Default Group Self Service Good Developer 1604400139

L] leave the field wll be assigried to the: “Defauit Gr - T} lsa ent L]
m ngﬂmmm m: ﬂ group oup”, but you can al er a specific group

An eMail address of a rtmuau'lrum‘tbeuud Lry amother user

Libwe Office Cale is the recommended Software fior editing the C5V Template
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olE S0 /IXILE 7| =0f et ClHojA O Fo 1S AHES}SHEH of2] 7Hel 3t 288 U= Aol 5
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I5tMl2
GROUP PROFILE 1
Device Type Device Property Selected Profile
Fhone Corporate Diefault i0S Phone Profile w ‘
Phone Employes Empiy Profile v
Codporale Default 05 Tabler Profile v ‘
Fad Employes Empiy Profile
Fhone - BYOD Employes Empity Profile w
Pad - BYOD Employee Empty Profile w
MacOSs Computer Corporate Empiy Profile w
Mac0S Compuler Employee Empty Profile W
7101 |=E AFESIH 2t (3t9l) 2 Z01 cHet Crefot B8 S d™e &+ JUSLIC
otel OF 2SI sl (ohel) 2 Z0i et otel O F 2HS7|
Mestag Wy (M OE AN
Meyst OF ARl |MEst OB AR
e s= MeEfot = 2oj| CHol of Hof| Bi2 CIHIO|A/ALEXIE SEELICE
CHes & Gixf MEHE O F0 Z2E Esty|
Sl 28 2SI S (3hl) 2E0il thet 5tel 28 2HS7
AHEX} RS S (5hel) 2Z0il chiet ALEX} 2HS7
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User Information ) 4
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Usermname ¥ example com

Furst Narme Jahn

Last Name Do#

Login Mame 9

enail Address W iEexample com ©

Alvemative ebdail Addiess

Map Apple-ID automatically - 0

Picture Clich here 1o select & fie a

Phione Rumiber

haabile Mumben

Phone Extensson

Location

Position

ot -] o

Usergroup Default Group w

Assigned Rokes Supes Rool |

Comimient

MWewPassword 00| s 0

Confirmnew password | ssssseses — 9
[

0|2 XZotH O|M| AtEXI7t ALE XL OFO|C| 9 H|HHS 2 20l 4= JUFL|CE
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Doe

Admin | Master | Controller

User Info
efMai pifexample com
Alternative eMail itexamphe com
Managed Apple-1D (User Enrallment) Hliexample com
Phone Mumber +40 T641 9671318
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Device of Jobn Do
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Operating System
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Conptate Propsy
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e e

Seend erwepll requesst now?

Send request 1o alematre e

Send encollment SMST
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GROUP PROFILES | ! jdEmexample

Apple N
Groip i 3 Device Type Device Propeny Selected Profile
# P hong Cofporate Disbanlt (08 Phone Profile w ‘
# iPhone Employes Empty Profile e
# P Cofporte Default 05 Tablet Profile v | -_
Default 105 Tabket Profile
# P Employes Empty Profile
# iPhone - BYOD Employee Inherit bram pasent group
# iPad - BYOD Employes Empty Profile w
# Macs Computer Corparate Empty Profile w
# MacOs Computer Employes Empty Profile W
Meis m2mo| ot R4S 2Bt
Clofolx 9% |BA ¥ WEE oY
A £4 CIHIO|A AR XH(RIAL = 2|AF A%, 2@ = Q! I3 C|HiO|2)
MejstmEm  |MestZRE|0|E F2H Z2Yo| 1y st XL 2a)
AEN AH7|/n7|(Z2 20| g-dsh/HedatE)

Zt o= sl/ee= ZEHEOf Cish M Z2EHS MAstn e £ QUELICE o] 8te| X|™ S S2i6tH T2 HO|
ZA| MME|H iOS, Android ¥ Windows PhoneQ| 714 S HIZ A|ZHeh 4= QI&L|CH
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‘D28 SAM 7|S5E AFESHE 0|0] ZEXsts T2 /TS SASH M Z2H0j| =7t = ASLICE

T

Copy Group Profile

Source Profile Name Default i0S Phone Profile
Mew Profile Name Copy of Default i0S Phone Profile
Profile Type iPhone W

AA D2 0|2 Al TZ24o| 0|2
MZZ2Z 0| M 29| 0|
T2 Y D2 QAEHEEIER)

"SARE 2o ZELO| Y451 o[F 2500 2
| 22 Ax

oM Z2ES S+ QE R = AELICH Z2ES AXSH= 2Pgar Z=Hof| et Oh2 X g g2
T2 MA Soll= s 2F2f Zf ClHO| A0 M 0] ARtX| 1 S48 4 glths Holl R2l5HM !
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Delete Group Profile

Profile to Delete Default 105 Tablet Profile

Delete
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m2yg Meets Sot A9l IB0IM A% 82 ARY 4 YaLrt

<

Default 10S Tablet Profile
Default i0S Tablet Profile e

Empty Profile

Inherit from parent group

20| 2SS A9 T80 RWO| 2424 Meist Cl8ol A% of ClHfo|A S0 AFBELICH E3t
o] TS WHSIE o2 TE0| FHS 013 4 UCH Foll KAsHIL.

Hl T2 of st ' Z2T P AFRE £

HE|X| dSE 20| RLCE.

LsO=
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| =ut 2tz|of ClHio|A el

ClHIO|AS MEHSHH '7|0'E Solf Chfet HAUS +8E 4= JAFLIL 0l= 0S S F(I0S, Android

el —— L - |

[=]
Enterprise, Android, Windows Mobile, Windows 10)0i 2} CHEL|CE,

| 10s
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# Device of John Doe

Edit Device

Clear Passct

Lock Device

I

itdown Devii

Wipe Device

Enterprise Wipe

Remove MDM

Send Message

TeamVie

Send Enrollm

ent Request

3% B 3% B

o x|27| 3% 9Bt %

33 2K 33 IH(EE 28
3K B2 I 52
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BA| AR AppTecOil A ZHx| &7
| X7 71718 3% £t A ¥R 2

AE{Z2tO[= AfH|

MDM M| A

AppTec3600A XSsts HE, ¥ 5 Z2EO| AH|ELICHE A= MDMOIA 22

).

HIAIX] £LH7

ClHIO[AZ ZEAl 2E HL7|
HAEN360 AU (HIAIX| B)ofl HIAIX[ZF EAIELICE

TeamViewer & H|

TeamViewers AFE5H0{ &4 X0 MM A&t

o]
SE 2F 27|

S=2 QN HL7|(EHE)
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| &x Hy
Update Device X
Selected User John Dae
Dévice Naie Device of John Doe

Fhone Nurmbser (e.g. +491607123456)

Operating System 0%

Device Type Phone w
Ownership Corporate Property W
Comiment

Of7[0f| M ClHto|Ao| LISt EE A0 EY = AFLICE

| &= %127

Clear Passcode?

Are you sure to remove the passcode from the device?

'HZHS X270l A ClHIO|AGAM HILHS S HOZ HHE 4 UELICE O 3 H|UHS K& off w2t A
HEHD S LG5et= HAIX|Z7F EAIEL|CHH|IZ M K=o mfat).
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Lock Screen Message

You can select a template and may modify it to send the message to the device lock-screen.
Default .

Dear finder of my device,

you can contact me via:

email Jd@example.com
telephone number;: 0123456789

kind regards, John Doe

Shutdown Device?

Are you sure to shutdown the device

07|\ = 0| 2[Z AMEX FRZ WSELICE
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| K| A AJZ

Restart Device?

Are you sure restart the device?

7| M MAIZ BEO| 2[5 AMEX HRZ MSELICE

| 22 BARC | 2ADC HEAtst|
Play Alarm?

The device goes into the Lostmode
Stop the Lostmode or click any volume button to stop playing

O7[0f| M C|HIO|AS 2H REZ HFSHH CIHIO|AOM LE 227t X &Moo= MM E e = A&
LICt. 24 2E= C{HIO|AS] E& H'IE% FEAL R ZE HIEYeE 2250 HZHRE S = US

L|C:

Disable Lostmode?

The device will leave the lostmode
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| &X| Afw|

Delete Device - Device of John Doe

Are you sure you want to delete this device?

Device: Device of John Doe Delete from System

H7|0M AH BEE Y = JASLICH FXIZ AppTec3600l M2 FIAHLX| (A AR AHK|") EE=
AppTec3600(Al HXIE MY = S BHC= SUTX|("E7|9t & AfH|") CHAl of 1 BHE £~ ASLICH

| &x X127

Wipe Device

Are you sure to wipe the device ?

'CIHO| & E7[H0| A CIHIO|A S 2HHS| £7(|ote 4 JASLICH FX|7t ST BHe= SHUELIL.
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AppTec3600(A HlSct HE, ¥ 5 T2 TP AR|ELICH O|FA| 5HH £|Z AHE X} CIHIO[A0A 7| | O]
E O ol& A8 & §lA| ElLICH HISIH SH2 S UX| E2H X|F AHEX} CHIO| A0 Al Hot A&
LIct.

Remove MDM from device?

Are you sure to remove MDM from device?
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| BIAIX] 2LH7|

Send Message X

Subject Attention! Please contact your IT administrator!
Dear Mr. Doe,
Message Please contact your IT administrator immediately
o

Send Message

O7[0fAf 2} ClHIO| AR Al RS B & ASLICH

| TeamViewer 212 |of

Remote Control

Create a new TeamViewer session?

of7|oll M BIRO HA MO MES A" = ASLIC
| S 24 27|

"SE QY BUI|"E AE5HH ST ALEXA SE 2F S (CHAl) 2 = ASLICEH
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Of7|0i| M Crtet ClHto| A HEE HH0|EY 4 ASLILH.

Update Device X

Selected User

Device Name

Operating System
Device Type

Ownership

Comment

Phone Number (e.g +49160123456)

John Doe

Device of John Doe

Android Enterprise

AE Fully Managed Device (Work Managed)

Corporate Property w

CIHIO| A ALEX:

X 0I5

K et Ho

Android QNE{Z20| =X
Android

Android Enterprise:
o AE 2t7 Zt2|d CIHIO|A (YR 2H2[H)

— —

[ ]
>
m
1A
1)

e T2 D E(ZHE| 0| ME)

. Y2 mzmo| Y

rr

AE 2t 22| C|HFO|A(COPE)

Android:
o N3}
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O 710f| A 1=t C|H[O| A O] C|H[O| A H|ZHS S R|A
£ "123456"2 2 ST E|H, LIS ALEXI7F HEE

OO o

I P =PNIN|

o7|0ll A ClH[O|A E =
| &X| Afw|

THO| C|HIO|A(E= =2t H)2

Delete Device - Device of John Doe

Device Device of John Doe Delete from System

AppTec36001|*1
SLICh

| &x X127

'C|H}O|A X 7|2t | A C|HFO| A U

Ct.

=
=

Wipe Device

Are you sure to wipe the device ?
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Are you sure you want to delete this device?
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| MDM |7

Remove MDM from device?

Are you sure to remove MDM from device?

=
Ol AFEE & Al ElLITt. J2fLt 7Rl 3
Ct.

| HIAIX] £

Send Message X

Subject Attention! Please contact your IT ad ministrator!
Dear Mr. Doe,
Message Please contact your IT administrator immediately|

Send Mess age

710l M 2t |5 ArEXL ClHIO|AZ FA| HE S EE = ASLIL.
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r2fed) x[ofM &Y =23 27|

Enable device for personal use? X

You are enabling the device "Device of John Doe" for personal use.

Name of work profile: Device of John Doe - WorkProfile

£ COPE REZ H&st & 7|0 M2 COPEO|A =g T2E HAHE 2
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Remove Work Profile

Do you really want to remove the work profile from this device

Delete
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| Windows
x| o|F Ld=qt ClHo| A9 O|F
K| HEY K| mEY
PSONIENYS| AppTecOll Al E X[ &|AH

o
AME{ZEtO[ = AfH| | AEI36001M MSet HH, ¥ 8l Z2EO|
AHIEILICE

MDM H|A

TeamViewer ¥Z |TeamViewer2 ZX| 2/ |0

X0
EEQH HIYI| |SE QH HL7|(CHA])

| =X mz

Update Device X

Selected User John Doe
Device Name Device of John Doe

Phone Number (2.9, +49160123456)

Operating System Windows 10

Device Type mputer

COwnership Corporate Property v
Comment

Of7[0f|Af ClHfo|Aof LRt EE HHIO|ET = ASLILH.
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07| M AppTec3600i[A| CIHIO| AR K|HSHE AMM| HEES Y - ASLICEH

Delete Device - Device of John Doe

Are you sure you want to delete this device?

Device: Dewice of John Doe Delete from System

| lE{Zato|= x7|3} | MDM |7

Remove MDM from device?

Are you sure to remove MDM from device?

AppTec3600i[A HMSeh FE, ¥ 5! T2 AT AR ELICE O|FA| 5HH %|E AL X} CHHO| A0 M 7| H|O|E
E O ol A8E & gl ElLITt HISIH SH2 s UX| F2H X|F ALEX THIO| A0 Al Hot /A&
L|Ct.

| TeamViewer & K| 0f

Remote Control

Create a new TeamViewer session?

{710l Af Of FX|ofl CHE TeamViewer B A HO] MES AIZE 5= AHLICH
| S5 2% 2u|

"SE Y BEUI|"E AME5HE S AEXA SE 2FS (CHAl) 2 = ASLICE
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Default group folder permissions
Project documentation pdf Read - 9
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@
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Drop fies here
Used 69 MB / Total 420.0 MB

4 FieRoot >  AppTec Group Folders o

[ Select All

m—  Default Group
2020-04-1911:32:59 69 MB Shared R-—

m—. Example Subgroup
2020-04-20 9:06:46 1]}

Drop files here
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| ol AE2[X]

Click on the + button to mount External Storages in your ContentBox.
Mounted Storages will appear in the File Explorer and can be accessed like local files,

QIR MEA'Eh=E M= ofiollM 2| f MFAE HEY & ASLICH

T|SE MBI (71 AE2IXIS 71 4 YBLIC

29 |Amazon S3, FTP, SFTP, ownCloud, WebDAV, Windows &%, SharePoint

Amazon S3
EA 0|5 HAl 0|2
Ml 71 SV ESE]
H|2 7| 0t 7]
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FTP
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SAE DAE FA
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=15 H Q! ol
HotFTP://

SFTP
HA| O HA| O
SAE DAE FA
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2EE | Q! o

ownCloud
HA| O HA| 0|
URL ownCloud URL
ALEXL OIS AHEXLO|E
HIZHZ H|ZHD
¢l EH BZE Z0C
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WebDAV
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URL WebDAV URL
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SharePoint Microsoft SharePoint0i| CHot X| 22 2 MSE o &Lt
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