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F3F Android #3%ARSS (GCM)
AppStore / Play Store $£%%

emmconsole.com

AppTec360 & & EM. APNS IEBER
FRMLE (17.0.0.0/8)

EREERSR GRS
DEP #1 VPP
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EEFAM AppTec360

| =2 ®#

Debian 1RIERZ W ERERT, URGRIBILEEE, T, I5HERTBEF AR EIIRHEI Debian £
h&Z. & AppTec360 EMM F#BIHTHIEBIRAET, Fell HFTEIR & BHTH AR T %0

| I8 & MBS
ERAFP (BA Root R, A "sudo "HITEEES)

apptec

EREW

apptec

MySQL HRAF

RE

MySQL 1R#ZHS
apptec

MySQL BRIAFF
AppTec

MySQL RRIAFF &S

AppTec
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| EnsEmERE

BEE: THRRERINSEZE, BRENMERELDNIZREN 1280 x 800 &,
BERgERE, Firefox 2BoIBRHHFEREEERH.

| & TE

B, EFENEERERE—NEE, ZEBHATNEZEERERERANREESMXMS. EErTEL
FIISEREERES (AHEER.

Set Config Password X

Please enter a password to protect the configuration interface.
€@ MPORTANT: Write down the password and deposit it in a safe place.

If you loose the password you loose access to the configuration interface, there's no way to reset this password.

Confirm Password:

Select language: English

F3 R BEFR AppTec360 STIFAREE, RILIBEHREBERERELSMS, HiBIARNEELR

)

Sl B

Confirm Password Deposit

o Please confirm that the configuration password has been deposited.
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| MIMNSBENBTERE
AT ENIRETIE, PIUMNERZARECEDE. Alth, ERE "MIMNEENEE "PrIP BIR(F,

Update Check External Configuration

STEP TWO STEP THREE STEP FOUR ST
ppliance License SSL Configuration Server Settings MySQL Setup Licq
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| £8—% - &S FIE
1. 15 EEM AppTec W EIBIIFRIIES 5
2. R RIES 4 LT, WAIUEILIEEIFRNEEEE, W TEFR.

@ APPTECIE0

External Configuraticn

Config

1 STEP ONE STEP TWO STEP THREE STEP FOUR STEP FIVE

1 CENSE SSL Configuration Server settings MySOL Setup

License Agreement

You have made changes that are not applied yet. To apply them, please run "Configure Appliance” in step 5.

Appliance License

Uplesd o mew License File

If you have alreaty configuned your appliance, you can upload your Applance Confguiaton heme.

Upload an Appliance Configuration File

Yo can download your Applance Coafiguration in onder 1o export [t o a new Appllance.

Download the Applisnce Configuration

Appliance License Information

Appliance Alias

Hostname

Server [dentifier

Contact Person First Name
Contact Person Last Mame
Phone

E-Mail

Included Client Licenses

License ID

Company Name
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| 5=% - SSLiEH

{RATLAEFE Let's Encrypt Bohi&EIEH, WAILBSRMEIER (EZ{E21521H SSL-Certificate) »
| &3

IEFIEERALet's Encrypt ARS3 BEh4E Ao

AppTec360 EMM fEFHTTP-01 BEESRIGIEE, XEKREERIEKIERE, HTTP OIS MEEMWIT
. BEEREMEKELET HTTPS ik,

R kig ke "B (Let's Encrypt) ", AR "REFE" ENAZRAE-- A MUPNEER,
RBEMHIBILET, MEXE, IEPREEE, MRIEBEEIE (XBRESLMARIRAR) , RFIR
B —HEEFHR .
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| &4

1. EEFRIENRR SSLIER, EBRUELE 1 - KEIFIEFRERENR.
285 ERIEPBRIFAER, HER EEHRENER,

BE. ZHAEIZNEMREIP. NRE, BELEFRERER,

T’ WERFEABFER Windows 10 &%, MHATUEA "Windows 7E SSLIEF", H_EEFIHRIER.
FAFRFRENESR (B IIEKRSFRY IP #3EF] DNS £247) o

& APPTEC3ED

1 STEF ONE 2 STEF TWOD STEP THREE STEP FOUR STEF FIVE
pliance License figurat Server Settings MySOL Setup License Agresment

You have made changes that are nol applied yel. To apoly them, please run "Cenfigure Applisnce” in step 5.

S5L Configuration
Dptions
25L Certilicale ) mmsevatie (Lats Encepn) % G
‘Windows Eneoliment 551 certificate J anomatic (LeTs Enonypl] ' Custom =1 ‘Winvioms Enndimen disabled

Chck hers for more informatian aboud Lefe Encrgpt

S5L Certificate

Certificate Summary

Common Name
Sulbject Alermate Mame{s)

Expiry Date

Private Key

Status: Ughoadied
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| #=% - RERieE
1. IFMASIKZ R B FH i, ZtIRBATFRAR A2 XB b, UEM(17EISEHIEMR
NP EESD): i F29

2. RIHAGR T LB FIHNBEFIMHIRE. XEIRERATRRAP LXEFIE, Uk
[["support@apptec360.com "&IXiEIFIREMINEEIFT K. RIEFEBFHHFIZER, BEESET "N
N FHRHECE "HIR BRI RHTIOIE,

E-Mail Settings

Plaase errier valid SMTP credentials!

Al E-Maily generated by AppTec EMM Connoks will be sen using this soooum

Afte eetiring and asving the smad servel settinga, pleass vertly them by using the the Test £-Mail Configuration” Button bilow
Emiail Address

From Name

SMTP Auth Method lesgin

Usemname

Password

Hostname

Port (leave empty for default)

Encryption rane

| Bm$: MysQLIRE
| MBABEREBEIE, PPN, B, EELURNSNBRIE RS SR A
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1 STEP ONE 2 STEP TWO 3 STEP THREE 4 STEP FOUR STEP FIVE

———————

You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

MySQL Setup

The MySaL s beer fully vested it Aprl 7, 2021, 045 am.

¥ yous change the seftngs aMer the sndsal configuration, you have 1o reconfigure your appiance by cliciong on "Configure now” n step §

IP Address or Hosiname 127001 (Defmdr 127.00.1)
Username AppTec (Detault AppTec)
Password sessas [Detadt AppTec)
Port 306 (Doetmr 3308)
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EEFAM AppTec360

| 855 - Tt
1. IBEIBF R i
2.1 "RER "HIET "BREIRE R, NRKRE.

R 8XENRS NP RPNIRER, MERIET RERSE "UNAXEIRE,

1 STEP ONE 2 STEF TWO 3 STEF THREE 4 STEP FOUR 5 STEFP FIVE

‘You have made changes that are not applied yet. To apply them, please run “Configure Appliance” in step 5.

License Agreement

Rttt psttaonds and send an Account Creation bisd for ol incheded Chent Licensss
(Check thes f you've already configured your Appliance and the accounts wens created, but you didn't recesve amy E-Mad )

in order o configure the AppTec Applance you have io agres i the hoerss below:
ek b 1 riied th Licenrse Agresment snd Terms and Conditons of AppTe: GmbH
| et resicd s et 1o Mt licerse agpesments fof his product

Ihgree"
Press on the Bufton below 1 configute the aopiance

| e
B e M EIS TN E,

BEEENBFEHARLXEENTFAHRHERNMI (EPB— - RETEIEPH "EaiE P iniTa
IE "R ) o

WTE, ERILMERIZZ MU ZRDATE F R A B RITH &,
BREREH G, BEN G RRNETR S ENR.
BRI UESE— - K& EILEREN R,

42



9 APPTEC360

Unified Endpoint Management

EEFAM AppTec360

| crERs
1L.ESER - WY EE RSN, SEREBFapH:

R "TE= - RSHRE "PHEFHHREEHTLTIR. BERRXEN, BEBXET KERE
"ZEl, WE"SRA - WANEY "Ry "EEBRH AE B S0 P iniF A ERIEK P e 2 ER .

2IESERE "R "NECEEREF, EREITHEX Let's Encrypt BUFHIRE R

MR e @I R 7E 80 R iEER)IGE, Let's encrypt T3 HES N/var/log/letsencrypt”, XAJREH
B F i — P HEBRR PR,

| memiY

BINHRITU TS BIffR AppTec360 &ML S,

XAZ—ETENNA, RENERGCENEIN.
o X AppTec360 FIF Y
e EX MySQL AP "root "# "AppTec "H%ERS, HENEFHPEMN - MySQL I8E
o BB SSH ArSS2s#IAIRE

o TEIEHIATRER 80 I, Rk HTTP 2, REM HTTPS, BERME, HAED HTTPS
HITIMBECE

o E"PERZ - RSBFKE "WIKES, REIIBRTE Ips ZeEHREERRE
o BECEMAIE
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| &g
| A
| kPE8

| R
EXE, BaIERER AppTec360 MK 4,
NSIEZR N NSIEZE
eI H A kP 8132 5 EA
YFEMEEE {F2% = (I Z&IFENIE
%2k = BRF
A BFRARRE, MEILELENKFRIGERERAIBEMAEKS,
BFRIRRT TIKFRRTT (XFEENEFHES)
Fe[IERIHAE &89 AppTec360 FRIIEEIEAHEA
BEYEE  |RE =25 SIRENREBIFAIE
T2% = x BIFENTERIFEHE
5123 SEREEALUER Android BB E X E5h2%
& Y HIEA TR E A AE R
BARA RIEXRA
i RIAERIESHE
EE AR 1R HAY e FHp itk
RAF AIUERIRAR
AR ETEIE/NETTEN

xR E B FHF AL E

ORI BT B4k, TEUERA F, FFEA R EmPelE—1

B, HEIEHATTIEN . JiEZfHE B E ROTETEFRI B FHF AL, (8= BT B4

HI1=8

44




EEFAM AppTec360

APPTEC360

Unified Endpoint Management

e

| s

BIRRETEREREATIFAR, WRGEANER, HREFEEXKAMIRENESMES,

S} HIRIRENET. MREBFBLAMINENZIGRR
F, FEERBERES

FEATT A AR IRFr B F B UM R ERETE

KRRTA WAEREARLRET 4. BEBSIAHERER. £

A NBE =B,

B2 ARHMEB XN e FH?

HRAEWE BAEEIRE /0TIt aEl,
RIFEIEFER, 5I0: 18:55:27

RELEHIZIR? gNRETLL, WMEER (F
iiPR) 2

AR AR E T )

ZREZ A= R RIREMTHEAEIT? R
=, HEARR?

INRAHE, BE=.

LI Z AT, BENRFHT 7 EM
BFENR? IRE, EMEER (F4) 2

—ERRENMERBEINZE, (REEHAZRSITEEMT
4, BMEIRANELXREE,

NRER: MEREHSHRERFRAT

A

BENERGRIRERSMZA (190i0S 14.7.1 5
Android 11)

NRIER: IKEHIQL 1P Ut s/ FIS
efta?

BMEFREIREEREIRM, WEDHBE—1

BEREXH

PRI B S X SRR E—R&RiX, BIXEF
46

M Apple SREXZi5T VPP IRE, FHREHAN
HiRfR S

BEEX VPP IFANESERES. RBEAZIFARENK
X MEENINRS VPP XA, ZEERELLINEE,

FHF

MIERBRNXH (WHEIREBHFEEEE)
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EEFAM AppTec360

| maEiER
A BRI )X INRER R, HART LIS S REINRERIAR, WAlIEE X LA T IhaEaeiHtiaK

e B) AR
iR FER R, HRAIEEAR
Bt ErEIRIR S PN+
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EEFAM AppTec360

| 2 5EE
R

EXE, TR LUEXEEREMEPIFIESUEIERM, URIZER A E RIS A ER,

y ICh

Android & AE Templates
S| AL Dewice Geser
Ui Dafuidi W Durlaidt W Detauit
Retamets e Darmunt Detaun Detain [
Datpuit W [T W Codah

dedcional [Comma sepanalad]

i0S & MacOS5 Templates
K- Dartaut Cotautt | -
fﬂﬂ?ﬁm-q Dorlaudl Cedaui

Dot awii [T W

iddtbonal IComma seperaied)

Windows & Windows 10 Templates

B ' £
st il . Dedaull -
i B
jrgeanmale com| S— . —

Cerlaut L Cedauft

)N o B |CONT R B BT

VPP Mall Settings

Deafai

TeamViewer Remote Assistance
. ____________________________________________________________________________ ______________]
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| s TR SR

AXE, ERAIUARNEDSRERMRERR. XERRAUREBXARIN, HaILUE HTMLER. &

F HTML, &RILAEF T HI s A8 o

BRINREIR A BT 4R AE S Ro

Available eMail Templates

Y LY 3 LY I
Ervmeimpnd wourt for vour dndeped dewoe L) n
Ereimend pousst for o K0 devicoe -+ 0
Envoimgnd U for pour Windiow: fewor awt 0
VPP It ot 0
el At 0
Errnimand mmume? e v Wedsee 10 deoo ot ﬂ
Errnbrmd ezt o o Wi e ] 0
U il caiusill fir pini AFelind Sewss L 0
Tawriiem Revaite dsscilans s 0
Era Tl el fiy yios Afel L] Bewain vy o

rdros) Evpimesd

5 Ermi=art

Windioeer Ereplmerd

linme VTE iyt

Lok Srrmn Kimrenge

Winowe 10 Ernlimest

e B

Al Dovis Dnrsas | Frotised

Toa= e Bitrile Likitasie

AE Comare Evplaren

e DIER SR ERNZ
2558 RN ST

E

=,

EBmEBiR, FENRE "BRAUN", BIAEIAIANSAUT. &

Add eMail Template X

Tempiate Alas
Type

Subject
Text

eMail Format

Copy of Defaunlt
AE Container Enrgdiment

Envoliment reguest for your Androld device

<Atmil=
“body=Hello Sprename’ Ssumameh. l
bl =

=Br f=your aaministratof requested you 1o install the Enterprise Mobike
Manager Client on your Android device

o /=

<br /*Plaase comphete the Tollowing instructions 1o ennoll your device into
e EMM Server

apr e

=Br /=1, Ingtall the Enterprise Mobile Manager Cleent from Google Play Store |

Test W HTML

| setssem
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&Rl ATE LT/ BUE RS MRS,
(ERN: 1=A)
TREEBIETR, EREEZ/VEERSATH,

RERDFRIRWE,

49



9 APPTEC360

Unified Endpoint Management

EEFAM AppTec360

| BEFAAR
| GPs A

EXE, ERILUER 182 NMER (TERRN) RPFESMLEN GPS fIE. 8XZRIFRIRENME
B, REGERIETREHNER,

PR&IA1R GPS 12E X = XHIEE, AMUTEELD
1177 = THREEATH, AMLFEEE
RIPFE fERA— M2 = ZRER— S
ERAMNER = AR NERHTAM
HINTERS (1) NG P
EEEHE (1) B NFTERD
A BN 2 HWNE Z D
Ak EEE 2 EHMAE RN

AR REEWE, BIABRA—RTETEER.
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| EFmemisia
| paEE

ABEXTRAREREEER SR UEEMRITHIRIE MBI UEIZRIUEREINERRIA
Fo

FCILE MR T
Roles .
Role Settings

=]
Super oot Fands hams Deveinps:
Sl Servace Eratsie Rgse ‘
Fmad Onk
N y
Usér Arress W
Auricr Developer Prohie Aroess & Assgrret N
Artiong A
Viotiie Maragement ~

< I N D B N

||

e v

DwicE Ovrview
Frfis Fformaton
Sattngs

Confiy Bevson
Dwwice Lng
Cumer= Conige

[ - I I O
e oon

A Log

|

AL WaNAQETET

Anti Theft
S mfprmaton ]
Wipe & Lock = /]
Messape

BERABRE—THANBE, JUEENESFERNS. ZABTAIENINIR. BBRSABIREE
EECHARPMIRS, RALRKEBRSNEBEXABLEGIER, fli, ATAFBSERMEMK
&, MARENBSHNAFERIEM.

BEXAGAUFNEANER. MARKIANER. FRACGHAFRELENMGERBEZAB—IF.
XAERLE] LUET B IRBIIRE A A SRR,

PRERERER S 9 "32ERI51E) "A0 "Seinin) "Mt 4T AT "RELE "NR, RIFtIIEEER S
&b, BFAE "T2ihif) "R, ATHEEMESERIEREFESD.
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EEFAM AppTec360

| mesE

EXE, ZuBSFrEREReNREr, #AEEMIEENAG, EETUEXENBFRHEBNES
[y R

Mazs role assignment

D Tupcert - el Sarvicd 5 | | Arisd Divilope o | Seect Sorme Oplae ﬂ' ﬂ

1. ERERNNSBRAERNARAR . ERLUER—TBF, WAILLEFE— 1, ERARN, &Y
B EIMZAENBIFRE AR URFmEdhFARNFrE R

2. ERERNMSMFNA G, ERIIERE— PSS M EE,

3. . Select what operation you want to perform. Clicking the “+” adds the selected roles if the
user(s) did not have them already. Clicking the “-” removes the selected roles from the user(s). If
you add roles to a user which did not yet have any role, it will automatically enable “Can Login”
for the user.

4. REFEUSTERHZERF. ZRIRBERABHERT "IIUER "NAFRRENRE —HEE IR EREREEN
IR

EritERENE "TA, BRLUKEEERACHEN, BETUEXENRERFR FOENRAR,
| s

BRNARDRAR, HIEN BohEE", EXEFLEIA. BRMgEN. wERFPUSEAE,
HE, MEATURNE AR ER LR %,

Assigned Roles Developer X Select one or more
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| API i5iE]

| 3513 AppTec360 REST AP

AppTec360 REST APl EEEEEERI R EM—TFHNIIESHE (API ZH) M—MRAEH.
Ak, BEEF AppTec360 EMM HEZE

BMIRE - ETAGNIRRE - AP ARIFRIIHER.

ERIFEFE—TRF, HERREAT API &,

MAZSAREE TR, THA®BRE, BHEBRBE, T REBEHER,
NREERTIANER, WBEp— D API 2R,

| —R&Hmy

e RESTAPI{UFEZA URL T7A:

/public/external/api
o FREIEXREBLILET POST KiXo
o RESTAPI {X\XZ#@id HTTPS RHBIIEK,

o ERMIMEE LU TR

KRR #R v ] BiER
AR [ AR 2R /json EE/
1R 123...xyz API ifzia] "IEI-RHRY API &R
EF Base64 fRI3E R SR RETNE R,
API if518] "EIR AR FA A Z R

o BRIEXHHZ— json HIMNR, HPLAEELLTE:
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1% FERBIE 15 EH
N FfERiEO v2/device/listdevices [ RfEF RO R TR
Bl 1529662725 FFHIAY Unix BFE1E; (UTC),
AFNRAIE
ERiRMARS 22 B89
R,

HINfE, APl 2REIFFIERAVEIE (W TEMNEIR) M HTTP KSR 200,

SNREBIIEIR, HTTP INSHIBRRIEE IRV EE 4xx M 5xx ZEZ, MUXREEE—
A "errors "AXRBFRIERA, HPEE—RTIAXTRNHEIRER.

MR EERENLERIIE, HRE—1=HE,
NRILE Id FEE, REBERT =

B

POST /public/external/api HTTP/1.1

Host: myapptecemm.com

Accept: /

Content-Type: application/jsonauth: 1234567890abcdefghijkimnopgrstuvwxyz
signature: a/lbnOV466a0SiyVfsbpspZ+NxiTpmeF18NkfnOlq+OrEZDu9+VW7ESKziPXvw
kKTM5B9j/t1WGN1mRcIKe80m8fDKPj+Ir3aBgoMJe7wGXift+uy6iS7Chpdz2iZA4KPxxU9Z
GU2cdQ/SQceX57pi+ch7ApxBeVX2+lJapTwA6CIBOmJIFaf4MPcg/
TLZWkzKXKF7LNzNJHiy/vSpZcqjbXjpC4HWrX6j2uZG5eSP8KYCTR
IVQFGtkX9pcyaNAwWguR7zOOwWMu/8LO0K(q21/19rkabE4ZgUjtKS2+
+q+rhémrP1g4BCZ7Xqg/wvgZkaP

bOCStBdMRVj46i3enxCXcLQQ==

Content-Length: 74

{"api":"v2/devicellistposition","time":1529665112,"params":{"ids": [10]}}
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| =i
SIHFFEIRE

IhgE: REIEEI&E ID. IMEI MF5SHFAEIEEYIER
APl URI: v2/device/listdevices

WRSE T

ALESH: T

JERIESURA
{

"api": "v2/device/listdevices",
“time": 1529662725

}
M 1F SR

{

"errors": [],

"list™:[
{"id":"10","serial":"987612345","imei":"899938455454"},
{"id":"11""serial":"619723118","imei":"713032378599"}

]
}

55



EEFAM AppTec360

e

APPTEC360

Unified Endpoint Management

REY (GPs) (IEI=R

Ihee: &[EIRE ID MFAEFREAUERSFBEYIR
API URI: v2/device/listposition

WIEBE: "ids" - 1&& ID #ih

EESE: T

18K IE LR
{

"api": "device/listposition”,
"params": {

"ids": [10, 11]

2
"time": 1529662725

}
M 1F SR

{

"errors": [],

"list™:[

"10™[
{"time":"1529632725","pos":"47.5572,7.5967"},
{"time":"1529642725","pos":"47.5572,7.5968"},
{"time":"1529652725","pos":"47.5573,7.5969"},
1,

"88":],

]

}
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RENHEF=HhE

Ihee:

REIER "REVERI 3 ERVFAE EEFME R BEE~H55R,
R LAE A A PIIRR R a8 P AR 2 KB K EHE

API URI: v2/device/getassetmap

RS T

ALASE: T

IEKIE )R
{

api": "v2/device/getassetmap”,
"time": 1529662725

}
My 1F SR

NETFIHR, NEEREE.

{
"AssetKeys": {

"UDID": "AT001",

"Device Alias": "AT002",

"OS Version WinMobile iOS MacOS": "AT003",
"Model Name": "AT004",

"Serial Number": "AT005",

"Total Storage": "AT006",

"Free Storage": "AT007",

"IMEI": "AT008",

"appteclD": "APPTECID"
h

"errors": []

}
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Iheg: R[ENEE ID IBKRHEFHIETIR

API URI: v2/device/getassetdata

WIEBE: "ids" - 1&& ID #ih

kS

"assetkeys" - ZiR[OIRVE~HIEFRE. SNRKIEE,
o IEAILUER Get asset map FREVAZRYIR,

IEKIE )R
{

"api": "v2/device/getassetdata”,
"time": 1529662725,

"params": {

"ids™: [

26

1,

"assetkeys": [

“imei"”

— e

M 1F SR
{

"result": {

"26": {

"imei": "349157642516427"
}

2

"errors": []

}
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I Python3 ;R{FI{HS

I lusr/bin/python

import base64

from Crypto.Hash import SHA512

from Crypto.Signature import PKCS1 _v1 5

from Crypto.PublicKey import RSA

import 0s

import time

import json

import urllib.request

import urllib.parse

import urllib.error

import http.client

applianceDomain = "YOURAPPLIANCE.COM"

apiURL = "https://"+applianceDomain+"/public/external/api*
privateKeyPath = "/path/to/PrivateKey-XXXXXXXXXXX.pem"
apptecAPIAuthToken = "7eXXXXXXXXXX XX XXX XXX XX XXX XXX XX20"
currentTimestamp = int(time.time())

# Get Devices

#requestData = {"api": "v2/device/listdevices", "time": currentTimestamp}
# Get Positions

#requestData = {"api": "v2/device/listposition", "time": currentTimestamp,
"params™:{"ids":[26]}}

# Get AssetData

requestData = {"api": "v2/device/getassetdata”, "time": currentTimestamp,
"params":{"ids":[26], "assetkeys": ["imei"]}}

# encode the request data to json

print(json.dumps(requestData, indent=1))

jsonEncodedRequestData = json.dumps(requestData)

# Sign the request data json with the API private key

message = jsonEncodedRequestData.encode('utf-8)

print("Body:", message)

digest = SHA512.new()

digest.update(message)
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# Read private key from file
with open(privateKeyPath, "r") as myKeyFile:
private_key = RSA.importKey(myKeyFile.read())
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# Load private key and sign message

signer = PKCS1_v1_5.new(private_key)
signatureOfRequestData = signer.sign(digest)
Base64EncodedSignature = base64.b64encode(
signatureOfRequestData).decode("utf-8")

headers = {"Content-type": "application/json",
"auth": apptecAPIAuthToken, "signature": Base64EncodedSignature}
print("Headers:", headers, "\n")

# Send request to Server
httpsClient = http.client. HTTPSConnection(applianceDomain, 443, timeout=10)
httpsClient.request("POST", apiURL, jsonEncodedRequestData, headers)

# Get answer

response = httpsClient.getresponse()
status = response.status

data = response.read()

if data == False:

print("Invalid answer from the server")

else:

print("Answer:")
print(json.dumps(json.loads(data), indent=1))
if status != 200:

print("http error: lastReceivedHttpCode")
print(status)
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| LDAP E2E
| LDAP ik

X

, EAEILUET LDAP S5 BREBILER, #HESNAFPNAH, RPUMFoINIT. ERILES

> LDAP EEZEER A RN ARNERANRNEE DS,

RZ28% |RSBFBHUERATF

R

et Bai 215 LDAP B Active Directories

LDAP 3% |3 LDAP i3 (%0 example.com)

LDAP FH1 | RBEELTER LDAP 13 N Fi&i418] LDAP EHAEE(EMA,

A0 BERRERRARD (389 o 636 AT SSL)
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NEFR, RESZ "John "TERAF B,

IR

HiAER

HEERZSE |JEE: fER SSL X TLS B, J¥10Z Active Directory BFIIEH, HIREBEE R, MARTUEIE
CA AIMMA AT ENBEEFMED, NMRE=ITE, WESHE RV ITUREZEEIIE
P, BEZEREELMEZENER T LE

BzhE EEM LDAP igEAHIEENRTE)EfRA/Z A LDAP BERBniEY,

S

EEDN |MRFTEESENBER, nJLEILIEE— OU, fial:
OU=AndroidUsers,OU=Users,DC=EXAMPLE,DC=COM

5 FrE S AR P ERARINELEEEF

OBEE |BBE, ¥BEE userAccountControl B, BEZEBMNAFRBARASESE N

BER?

LDAP iZ7E [ &£ 8] LIEA LDAP iZiEas i EHLe AP S EN

a8

Regex i¥ |{&EILUEMA Regex idiE28T B AP SW SN

TEes

MidiEE | RERENNNEEE

FFZBTE |WNRA "true”, FIE LDAP ZB# R [EIEE LDAP WMANRBMAE, BiNER,

BEBRE
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EHIEREY
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Cikgil BRE, AMAFTE LDAP Aks3a8 EMIFREIGHRMIER. RMIERA P RIS S tIEHRMER.
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| &=

EXE, E EERRFAR Android 2 ER, ARESMEENIGEHAREXHFPHITH K.
BAR, BMNBMAXFE R A Google Play BiE & B NN BER.

Ry "+ HEEE FENNRAERR APK. BEi RZ#H APK 183l

NEEZERER LZIRFIFTEREEES R 3 PIEI. MREBIBMIRER LIRS, BEXRSFFER
I JIRNEZER.

HEE, APK BELLERNB/ N, BT APK SEIEFAEESE, Bt EErIgesREIbEM, 140,
£ LfZEBRHIJY 100MB BYIER T, 95MB Y APK BRJEE BRI, EXMIBRT, BB RS ERES
IR,

BATEBIWNE R APK FahigapEl—Mlidig& £ (Flal@d usB) , ARZHERIZIRER "X
"NRARFFEIIRE. WRERTERE, B MDM REBZKK,
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£/ "B BT "TEE, R LUERNRER N IRENNBRER, HEMRET RN BREF R
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IRREREFH BT, WK ERRSRE,

BiLE, RERRTEBRRVAIER. I, BES "REAE "RET —MriEEES. BREZHE
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EXE, &l EEEFEAR I0S NARER, AEEIREHEAREXXGHNEIERTLFEN.
mi "+ EEEE LENNBEFRD IPA, BeiR I IPA KT
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ITRENEZ(ER.
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£/ "B BT "TEE, R LUERNRER M IRENNBRER, HEMRET RN BREF R
ST "TheE, WINOREE R RN AR,
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| MacOS

TRIUTEX B EREF KK MacOS AR, ARTIREHEHAREXHFNBIERPLEEN.
s "+ EEEE AR ARFEN PKG, BRIRZHF PKG 3o

NEEZERER LZRFIFTEREEES R 3 PIEI. MREBIBMIRER LIRS, BERRSFFER
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EXE, &AM L% Windows 10 NARER, AREIRENEHARLEHH "BEhER "FHTO K.

s+ HEERE HENNBIEFR APPX. APPXBUNDLE 2 MSl, BRIz APPX.
APPXBUNDLE Ef, MSI &=,
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Lo FERIEXHN: AFEFHEX—THZ TN, UNERSHFEREXMF. XfF
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| ios RREFIEE
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AR XRZBIGERMIFBRINERNAS . XASELERMNEESIN AR BN AZFEEIE Y
NAEFINIEE,

REFEHT BohEMNAER. NEMAT InHouse NATERF.
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EFEA VPP, EWT7E Apple Business Manager #3Eff,

| VPP ¥ E]IE

TXE, ERILULETH VPP NARERF. BERIFRIEREUNABFAIIEHE,
BE R "HEEWLEIREEDE TIFRIE, MR RS IE,
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BRT, XA AR ATIE R,
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ERILUTEL EfF VPP £48, SHERITFIRE ~ NAREFRMBEFH Apple WBEIREZFIE], R E
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Eid QR 3. FEE. Apple ERE233 DEP JEAMSEE, HAER "BEFigE"
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MREA "BanFeHEEE", N—NMEBMEIS— M EA PR BohiRiEiEohRI0AE & X 47 BS
Apple VPP ¥Fa]iiE,

HILEHAARIFIER Apple VPP FEIIER S EHo
ANEIHRYH A PR RIEZ BRVAEEXH B2 B Apple VPP 1A,
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BRI
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TRILEXECIENENAIER, EERERFELENNNGEE, JURNBRERF—FH1THE.
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| BEHR
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B! AR BIREZER, E A% TeamViewer IKF, BIEEohEiE—1 2 &K A,

HEIBIILE -> ImiZTH -> TeamViewer, TEXE, B TeamViewer IKF 51Tl 8%, HE
EYUFNEIEKANEE, b9, WNER#FN "Active Sessions GETIEIE) ", BRI UEE YHIFIEED
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BRI, BRE "FFRIRE"
XEFEMSREEE— D HE, SUER TeamViewer KPP E R,

BERE, BRI AppTec360 MDM fERLLIKF . #iNE, EFEEFRLH, ARKF MEELT
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BN 2R "TeamViewer QuickSupport "AIIENEEECE X4 B AR B X IIEN BERT, AG
mif MBI, FRENRREFRREINEE

MRZAFRIRRENAREFIRE, WSRIBERERERRENERRE,
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HIAEEHE TeamViewer R1iE,

NIBshfE, ERIRFG—1 TeamViewer R1ETRE, TR RE "FHAE "EHE ORI A28,
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2iF, BIBISREINEE, EoJgEARASWREE, MARMFEhFTH AppTec360 MDM & F ik,
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E{FH Splashtop, EBRTEN ABEXHEHFIE Splashtop Streamer (com.splashtop.streamer.csrs) 1%
BRAERNBIEF. AR, BaUEREXHN Zi2EH "HE A Splashtop AidE. BREREE
Splashtop Streamer N EF. MNREIETEEA Splashtop Streamer, 1B;%H5 MDM £&ERH, NN
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ISR TE AR "IN ARE IR ESRE D, 417 https://my.splashtop.com HERERY
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HEHENE, MEEHITIZERES,
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| csvitEs

X ERENE Sim REEHFIEEXER. XBMTFEE—

58, X8 sim ®ER.

AR XRFoHEEACR. ATRIERFNRA/Z 2,
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NREHERMINEE, EATLFE FEAINAEM NN,
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SIM Card Info

@ &
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Carrier

Tariff
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Multi SIM

SIM Card Serial 1
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PIN 2

PUK1

PUK 2
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tarift
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]
Maobile £ Data
25000
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123456789

iwun @

Examiple Note
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=i "+ Sim R, HARMPAREN2EER. XL SIM RERFIEEMILE - SIM REEFRIFE
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N
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163 Galeway Cerbficaie

00

165 Geteway Certificaie
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R EEREBEFERFIE, SERUTRE!

W My Profile
X X Console Settings
¥ Manuals & FAQ

Login Log
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BN bai NZRRD LA S R
BESHEN EE WL LUHIA
AR, EEEEIRREETLUEN A I TER RGP, EREELFTINEETHIERT,

TRz MIERIE EFE 5T !
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| £518i8E

AXE, ERAUANEERKPEEUTEHGIRE:

BRAFETE |EXARPEMPIFIEAN

I

BRIEEETE |EXIZEEMPIIREHR

iy

=IEEeY MRAFEREENBIRNEEERE, WSHFH. FAIAMERN 60 7. FEoklhig
BE, HIEAERER,

A EEREANREX

BiElAE = EE R R EENS R

EHISES REEHENERES, ILERIRIEMEE,

FERE ERI LIS E—MEE, (EAEHIGiEesRNER,
EA] LUEREEEF2E, el HTML HEX fFSHAENE,
eI, "EE E RGB R AT LUER,

RIFWHS ERE RE RHNER TR RENESTE,

FEANAEZS D |BERNBENAZZHRIL,

IO3IE BRE, BRWE—HBFHE, HPas— 7 N8, BaaBNzRBAEE
Fo

WHAZESHIE [EE—ETEE, TIZEERA, NRELRINETT SMRIE, WARKEREH

FBAY TNAZS DRI,

BEUTARE  |MIEEEAEIIFNEED, &&ESEEERERTENAE Android M i0S 1&& £

IXLOIERS #Y AppTec360 MDM [ FBFERFH,

BEREAEER |NRBRE, 8XAMNKIIEERE LN IP #UtERE, RAMKE—BFHG,

=B BEFHEHESEREE @ IP. XK.
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| 2RE%

AXERUEIEMERNERRKANERER.

Login Information oL, Generated: 1961 811wt %0 ()

» Choge B b °

L Choome o st 1 W (=]

& Chenme M iasi il N c
Chooeme SR (-]

Chims ot bl e

Cheame SR (-]

L ] Chepme L E °
LEA Chitre: a1 1T -]
Whitelisted IP Addresses ok, Genwaned. 1909 A1 b @)

Lie

Failed Logins

| Generated: 2001 4 Lokl )

ERIER EHSIERNENERNEERKPIERY IR
ZINREREEIE 30 RAMIHERHFIEER.

BRE IPH# | XEFFEERE IPHUHFIR.

HE NREMULLFIERY 1P ISR, NAKKEIERER.
R "BERER "VIRFEFEFZENEH, BRI IP MR IR,
TR U REZFIRN LEE "BRER "FIRPEFEZANEE, & 1P #HutMIZFIERHA
HIBRo

BEREY XEI A 30 RAFFBEERKM= XTI,
NRIGTE 20 DHRELD 3RKBANEHEE, WZFIRPREERA—PFE,
MRERKN, EEIUREIBFERFER,
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| B BEEhMELEE (RS

V_

- 'E‘ Example Company

3 Def

AEETR (B—4H) B, EAUARERITEXBIEENEMIZE,

BIED A elfea ]

BEmRRTR EHHERTR (FINENREE)
RSB BB 2N E/ AP

KAE AL RNEBIBE—EN, —BTA

HURN R FE R MEEIGFLKENAEFN (R) REEKR
CSV AFSA ¥ Ccsv VAP S A EIBENMAAH

| tIEna

T eI FA", SR LI — MY F A,
SR AR E FANIZ D ECa M4,

Create Group X

Group Name |Examp|e3ubgmUp

Parent Group Example Company

e

FRINERT, SIEZRABIEENIRT RRFAE)
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| EssiR®s

Default Title

Root Node Name .I.ppTHa:BEﬁJ-

Update Name

B ERBIRBIR. EXMIBERT, BEFEBLQTRR.
| Kintsias:
B HeEFM, BRI LUEMZMEEFAEF,

Mass Enroliment X

Diedault Group Eoios v i Phone v i
Joha Doe HEr e com i a8 § Andeoed Enterprise~ | AE Work Managed Device > | a

m Test User

testEeiample oo
Om average n takes 10 seconds for creating and ervoling one dewce
ious can eamdly credte wsers and deveces by adding them a1 the end of a exporied C5Y Impont the TSV aferaands and stan the Wass Envoliment
The fodiowwng ne will add & new user
Philipp Reips. philipp res@appteci6 com, prifappoecitd com, +41 61 $11 3210,
The foliowng e will add a new devce:
Pirw Civace, . e ene comc A1 61 SN0 3200 0ol 800; -
Wi sorownt e mited to 35 deveces Yo can add 31 deveces.

TR UEEEEAFEECEMN A (BFHbe. BRARFHM4. 5EE)
RIBAFPEZWANIEZE (I0S. Android. Windows Phone) , &a] LI EIZTELLARIE,
TER X B E R ERFNEEFIREMR, TMEmREE, FHT LN,
&fE, BAMRERXEEREWVIEEEZFAILE (BYOD),

fEM "SHA CsV", AILRKEREREN CSV HuEXH. RIFK, EHWrILIA "SA\ CSV "§A CSV #
X, XA TFAR:

Philipp Reiss; philipp.reis@apptec360.com, pr@apptec360.com,; +41 61 511 3210;

| x5 E
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£ "HMENR T, EBABEEXHDECLPIEE, HEH459i0S - Android - Windows - MacOS -
Windows 10 - Android 1)l kR

Profile Assignment X

Select Assignment Type ® i05 0 Androsd O Windows O MacOS ) Windows 10 () Andraid Enterprise

Marre WPhone Cofp. iPhone Empl. iPad Comp. iPad Empl.

Defauilt Geoup | pefault iDsPhone Prafile - | | Empty Profile v Defaulti0S Tablet Profile  ~ Empty Prafile w

Windows - MacOS - Windows 10 - £ 1Ak

| trimRzERRR B
£ "R AEFERE T, B UEMERIERZLIFIEENAEFNTREHEEIFTK,
SR B] UE X R EFTEIRERANABIRE X LEIERK, FRRAFNEIZRERELXIFTK,

Quick App Adminstration X

Action Install an Apphcation - g
0% 08 - Q
Device Type All Devices

(wmership All Desvneees

Apphcation L ]

-
e
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| csvBFREA

¥ Csv AR SNERAYH,

B "FE CSV RIR, ERILSH— CSV &k, BT (HAESE),
TR LER "ETAeRS "M "ERARS EIEASE, SIEBR CSV X
Csv Xfan@d " EfF CsV " Ef£E] MDMo

RE—2, S "FRSN "BIRHBESEAN.

CSV Import X

Philipp Reis preis pres@appieciblcom pres@phonecom +41 1334 56789 +41 TT77 12345 1834 Basel [Switzerland) Developer Default Group Self Service Good Developer 1604400179
i you leave the field wll be assigred to the “Defauit Gr bt alsa ent d
m "gﬂmu&h\!ﬁm m: ﬁ group oup”, but you can al er a specific group

An eMail address of & mwmm‘tbeuud by another user.
Libwe Office Cale is the recommended Software fior editing the C5v Template
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EEFAM AppTec360

| BEVEIEhM A BT
QEREHME, B EREN T EHNARREE XA

—MNEEXHEESFARLET AppTec360 fRRIERLAFIRE LEITRISERD, E8ITFEeL, &
AU RERE (i) HBEFHRE (RT) SIEREXH

NTRGEANEE, PUNRBALERE, BNOELFA,
R ERN R E X EE

Device Propery Selected Profile
ﬂ Corporate Default i05 Phone Profile d ‘
ﬂ iPhone Employee Empty Profile
Q Coporate Default i0S Table Profile w [
# iPad Employee Empty Profile
Q iPhone - BYOD Employee Empty Profile
£ iPad - BYOD Employee Empty Profile
Q MacOS Computer Corporate Empty Profile
# MacOS Computer Employee Empty Profile
Android v
Windows v

WIS, ERILNENE (F) A3#TEMiRE.

ellfEDapsi| AEN (F) HelEF4H

YRAEFIELE JmAEPMIZEH

MIFRPRIZELEH IFRPRIZEE

AR E HNFMEEE AR EMZMig&E/AR
ARIUR 2 ES RECEX A EcLa HanEERIA
ellfEDapsi| AEN (F) HelEFA

BIZAA AR (F) HeIBAF

119



9 APPTEC360

Unified Endpoint Management

EEFAM AppTec360

| Bl 4A

Create Group

il eIEFA", R LRI — M EIMNY T4,
TR LUAE R DA IRATNME (BUABRT, DASERLS SanEENA).

| trigFrEa

Update Group

AEXEEA UREEE X - EXEAEITUTIRE:!
o AJEAR
o AJEEIRA

| MiRsFRELE
7 "MBRFRIER ", KYIHENAFNFRERFMIRE. EXE, ReJLLEERBREN.
HF—1TER, EaURITUTHRIRSS:

ERAF AP EmRER
RRFBEAS: TR URAFREEIS— M (TE—=, fi "EER)
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MNF—MgE, ERIUBITUATRIBRS<

HEBRANMIER BERMmIPR IR &

MERGEHER XM AppTec #%PRi&E

BEFRARNE
2Z R RENE
| tlzzRF
o IR, ERILURIN— MR
| U EERE AR
ERILRAFPIRENEEGAF . XEFEtMAENRERITH S HENAF/AA%E,
SIE— I EBAFRERNERAF. ZRERTFEENENAF, fEHRBHERE RERF":

A

- T < -

Edit User
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EEFAM AppTec360

BUE "AILUER "X, NAFSDE BRIR "AeHRERE.

User Information ) 4

Usermname ¥ example com

Furst Narme Jahn

Last Name Do#

Login Mame 9

enail Address W iEexample com ©

Alvemative ebdail Addiess

Map Apple-ID automatically - 0

Picture Clich here 1o select & fie a

Phione Rumiber

haabile Mumben

Phone Extensson

Location

Position

ot -] o

Usergroup Default Group w

Assigned Rokes Supes Rool |

Comimient

MWewPassword 00| s 0

Confirmnew password | ssssseses — 9
[

®FE, BPRAUERBAARNEEERT,
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| e Ehm AP E

EEEMAFE, EBRERTILTHS:
USER OVERVIEW

John
Doe

Admin | Master | Controller

User Info
eMai
Alternative eMai
Managed Apple-10 (User Enrollment)
Phone Number
Mobile Numbe

Phone Extension
Member of

pifexample com

Dexample.com
Kli@example.com

+40 TE41 96T 1318

Default Group

BRERZAE "QIZRAF "RRARFEE 2.
ERREFMBEIE, AJLUHEITUTERR:

BR#& FERFBRAR &
IRAERF MERFER
el il
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o BIRMMIER = RERME L IREHM AppTec FHIER

AMALERL & AFmER P EMEE

EAER, EEMNEINREAIUENRMBRIKAERRERRAE, TREEITINEERBBERT,
AR MIFFIE EIES !
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| FOAERE S

AEXE, R LAPMERRER—TIRE.

TR UEERgEEMEIAS, AL, FREH, BHRRHEE "RNIIFHEMRE"S

ERERILUTEN

Seelpcted Lser

[hewiie Mame

Phome Mumber (e g +481601 73456)

ANt shdad

Seend envoll request now?

S request 16 aleinatree el

Seend eneollment SMS?

John Do

Device of Jobn Do

Copatate PropsTy

Wi have 10 585 credits left
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EEFAM AppTec360

RIEZEMENKERE, BOTRITUTERE:

PETE PmERF (BBEDHES)

RERR KBRS (8&N "AFR") --BrRLIEXR

BIESH BiESH, KEMES (REAFRMETHEIESHE) BRI BURINSENRE
EShS

BB HERABETFEMG, KFEES (REBFRMH T ERBFERM) -Er]UELRMN
BrX

REFIEE REMF = RENIRE

BTN~ = BYOD &%

IR E RS AXE, R LOERUTRERS:
e iOS

e iIOSBYOD (APt
e MacOS

o RERI

o« RE2

o Windows #zf

e Windows 10

RIEEMBEK? BFEAFRILENRIXE EBFERfFtu, AP ERRS

MEMEBEFHAL |EERBEFHFI (BFE4S5 "B "EMERBFEHERE) FMPHEITL
EIBER? ERFER (AR "RIEEMER? )

RIEEMEE? B SMS &iFEMIER (WA "BIESH"),.

AMEREZERE, REFIMNER (LIE8FFIE).

—BGHEEZENY, KERRMSBINCHEE, NMATLUZWRS. NAERS.
| BEhERPNEE XS EE

BHARE, EREIERENFBELETENDH D ENECE X HRIBES.
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EEFAM AppTec360

Selected Profile

P o Cofporate Dielault 08 Phone Profibe w ‘

iPhone Employes Empty Profile e

P Cofporte Default 05 Tablet Profile v | -_
Default 108 Tabbet Profile

P Employes Empty Profile

iPhone - BYOD Employes Inhenit from padent group

Pad - BYOD Employes Empty Profile o

MacOS Compater Cofporate Empty Profile W

MacOs Computer Employes Empty Profile W

AFMERRE X HHITERE
i) IRERBN/HES
1% IREFMEE (A7 = 28M1~, BRI =aIfhANRE)

X
R

P
& | BR
o | 3| b

KRS PRARCEX M (ARITHEREXHFEEXNIEE)
AR Fix (BUEIRREEX M)

EEERE, SRR EDR:
| sl Az

Ea AN R BN/SFEECENIENNEREX Y. fHzFaa, BIESIEREX S, EAiL
BENFFE4ECE i0S. Android 1 Windows Phone.
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EEFAM AppTec360

| wimein
RE "REEEXY "G, BEEIENEEXHFNREETR, ErlESERES,
| s8R

f&Bh "ERITIZ "Thee, ERIUMBENTERSTEGIKE/EE, HEERMNZIFHFESR,

Copy Group Profile > 4

Source Profile Name Default i0S Phone Profile
Mew Profile Name Copy of Default i0S Phone Profile
Profile Type iPhone

b

HKIRE T AR EEHIRVECE XX FRIR R
HiE T &R MBECE X HBYRT
BITRE EEXHRE (FAFREM)

=i "B e, MEETARN, NEMTLEED SR/ NET

| BirsEn

TR TR IR AR EX . EER, EMERIEMBEERN "IN "Ii2d, BEXHHIERERT
REMANBNIRE EHK, BXEME!
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e
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Delete Group Profile

Profile to Delete Default 105 Tablet Profile

Delete
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EEFAM AppTec360

| Rzt
ERARBCESCHFRT, ATLUESE "MACEH LR,

Default 10S Tablet Profile v
Default i0S Tablet Profile e
Empty Profile

Inherit from parent group

HoETERE, KANMERATSEEENRE MZEINREERE), BFEER, WEFEMENRA

RERTINZ A,
I AR, ZEERIRNERIME,

EAfER "TREXH "BEE, ZEEHIT - ITEREXH, SREREATSERLAFRE LRTHE
(EE{ A=
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EEFAM AppTec360

| R BRI R BT

ERIRERE, ALUET S "HITEMMES. RIBRERATE (iI0S. ZEEBIAR. £E. Windows
Mobile. Windows 10) BIAR[E, XEESHWHRRRE,

| 10s
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EEFAM AppTec360

# Device of John Doe

Edit Device

Clear Passcods

Lock Device
utdown Device
estart Device

Alarm & Lostmode

Disable Lostmode

Delete Dev

Wipe Device

Enterprise Wipe

Remove MDM

Send Message

Send Enrollment Request

IRIEIR IRIEIS R

BT IREEE B

MEESE MEIZE BERSR)

KINEE KINEE
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BERIgE BRigHE
ERMERITE B ERMERIRT
BRAERERN BRERRI
iy M AppTec ¥FRigeE
Biigs RigEmER RE
o 125350 PR AppTec360 IRMHMER. NAEFMEEXH (&&5 MDM 535)
%% MDM
RIFER 1% & IXHEIXEAN
EERERTE AppTec360 AERFH (ER1EMK)
TeamViewer iZi21= ] £ TeamViewer BEZIEITH SIE
KX EMEBIE iz (BE) FMEK
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EEFAM AppTec360

| pmies

Update Device X

Selected User John Dae
Dévice Naie Device of John Doe

Fhone Nurmbser (e.g. +491607123456)

Operating System

Device Type Phone w
Ownership Corporate Property W
Comiment

TR R ERSENEMER.

| bR

Clear Passcode?

Are you sure to remove the passcode from the device?

£ RREE T, EELIERRRSE LR, BE, RASRTAPRNRED EURTELE
)
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EEFAM AppTec360

| BiERE

Lock Screen Message X

You can select a template and may modify it to send the message to the device lock-screen.
Default .

Dear finder of my device,

you can contact me via:

email Jd@example.com
telephone number;: 0123456789

kind regards, John Doe

XEZRARHEAPREREINERS BERR)-

| *E

Shutdown Device?

Are you sure to shutdown the device

XEREAIRAPIRERKEXE L,
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EEFAM AppTec360

| ERigE

Restart Device?

Are you sure restart the device?

XEREAHABPIEEREERH T,
| ZIRAMERES | BARKER

Play Alarm?

The device goes into the Lostmode
Stop the Lostmode or click any volume button to stop playing

EXEALUEIREIRE N Lostmode (FEERIER), ZERNERIRENFEBENRTHES, ETEEN
FESF SRR LT "2 Lostmode", BIR[{ZLE Lostmode:

Disable Lostmode?

The device will leave the lostmode
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EEFAM AppTec360

| Birsigs

Delete Device - Device of John Doe X

Are you sure you want to delete this device?

Device: Device of John Doe Delete from System

TR PTHATHIBR SR <. ERILIERREZ R M AppTec360 HiFRIEE ("MARLGHMIFR), EZEM
AppTec360 FMIFFISEHIGHMERILIRE (BEFRHMBIER")

| mties

Wipe Device

Are you sure to wipe the device ?

£ "BIFIRE T, ERLNgEETIRER. RERRELRE.
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EEFAM AppTec360

| kB | B8 MDM

2%E AppTec360 RIEHIES. NARFNEEXHZEMER. XiF, REAFRE LMABEATHR
B AR AZEMm, #EREERLAFIRE L.

Remove MDM from device?

Are you sure to remove MDM from device?

‘@i kR MDM", ERILIMIFRRLRFig&E R MDM ECE X LUK AppTec 1R IHAIPFE E IR,
ZELHITS "R IRER "HEREIRVR(E,
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Send Message X
Subject

Attention! Please contact your IT administrator!

Dear Mr. Doe,
Message

Please contact your IT administrator immediately|

(AT TE L B RI8& F B,

Send Message

| TeamViewer T2z 4l
Remote Control

Create a new TeamViewer session?

EXEB O LUETH Teamviewer IZf2IT45I&1E,
| &EmeE

B "RIXEMER", ERUAENARRE (BR) EMER.

139



e APPTEC360

Unified Endpoint Management
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| 2=

AE EEELE (TFEIE)

REFH | FAREM
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IRIES RIEIREER
REZS REIGEERG
ERE ERE (MERS)
fipRI%E M AppTec FfipRI&E
BRigE BgEmEW 18E
(N %550 fHERES AppTec360 IRAMER. NARFMEENX
#%B& MDM % (&&¥5 VDM 73E)
RXER 1% & A IXHEIXIEAN
E B ERTE AppTec360 WATEFH (5 BiEM
)

TeamViewer 254l

£ TeamViewer NiZIKE BT EEHIRIE

Splashtop E7 28

£/ Splashtop AI%I&F BN iZEHI=E

¥#n COPE il (INERT AE T2HER
(LIEEE) ) o

Tt AE e2ER (TFER) k& LEIFRE
X

RIXFEMERIF

&% (EE) EHEK

EBIRKE ((RERTEMRERBEERINMN
AN BYR S F AR FEN)

¥ Android FH/F Ak BBANECE X T
RERE (TRTE) EEXH

3 AE &8
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EEFAM AppTec360

| pmies
AU EHZHIEEER.

Update Device X

Selected User John Doe
Device Name Device of John Doe
Phone Number (e.g +49160123456)
Operating System Android Enterprise
Device Type AE Fully Managed Device (Work Managed)
Ownership Corporate Property v
Comment
SH- =, S
EERF RERAR

IRF R IRE R
FBiE S IREBIESH

IRIERR zeal
Re
RERE Refk:

e AE 2HEEIRE (TLEEE)
o AE TFEIERT ({NPREEZFE)
o W LIFERENXMHM AE T2 E &% (COPE)

FREMR RNE) = REM
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EEFAM AppTec360

=3 =) =k
it IR HE M PA

| Bk

TR AMIBRFTIEIR & ERNIRE RS, FRINBER T, Android IRERIZIIRIZE N "123456"--F3 F AJ LA
WM IZTEZ EHITEN.

| steseE
XBERALZELAXPERED T (BERR).

| Birsigs

Delete Device - Device of John Doe

Are you sure you want to delete this device?

Device Device of John Doe Delete from System

U EIHITHERER <. ERILIBRRER R M AppTec360 FlifRigE ("MARZFMIFR"), EZEM
AppTec360 FFFIgEHME L IRE ("EERHMER" .

| mties
£ "BRgE T, Ee g EHITHIRERR. AEISEEMEL ’E,

Wipe Device

Are you sure to wipe the device ?

tesh, WMNRIGFEES SD &, WATLHEER SD ®. 1 "Bk SD ®? "&KEN "HE"
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| %% MDM

Remove MDM from device?

Are you sure to remove MDM from device?

XZEWXANTGE, ATEIES MDM I3 E.

2%E AppTec360 RIHMER. MARFHEEXHZEMEG, XERERLAFRE LETIBEFRE
kiR, B2, AATEARZEM, FULREERLBFIRE L

| &8

Send Message X

Subject Attention! Please contact your IT ad ministrator!
Dear Mr. Doe,
Message Plea se contact your IT administrator immediately|

Send Mess age

X2, TR UMENIARAEFISE ZEHEXE.
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EEFAM AppTec360

| #i5 cOPE &=t
Elt AE e EE (TFER) BRELUBI(FIEEXH

Enable device for personal use? X

You are enabling the device "Device of John Doe" for personal use.

Name of work profile: Device of John Doe - WorkProfile

No Yes

BgEE N COPE B G, FrlllgdhihieiEIlIRemove Work Profile on COPE (filif& COPE E
T EECEX M) Ffibs TFECE M :
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EEFAM AppTec360

Remove Work Profile

Do you really want to remove the work profile from this device
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EEFAM AppTec360

| %ixstmenis

B AREMER, & (BR) mENARZEFEK,

IR, REMIEREEA BN

| Eesas

¥ Android FH/FIREBRECEXHTBE AE T2HE KRS (TERE) BEXH

147



9 APPTEC360

Unified Endpoint Management

EEFAM AppTec360

}

)

| #%

REBM Frifig &A= R
IRIEIRE RIS
pRIRE M AppTec #BFRIEE

Al AppTec360iRtIVER. MNAEFHM D
PR AR PR

P& MDM

TeamViewer iZf2 |{£/ TeamViewer iZfEiEH NS &

=
RIXEMEIE RIEEMBER (BR)

| giEigsE

Update Device X

Selected User John Doe
Device Name Device of John Doe

Phone Number (2.9, +49160123456)

Operating System Windows 10

Device Type mputer

COwnership Corporate Property v
Comment

EA LR B ENEMER.
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EEFAM AppTec360

| Birsigs
EXBA LRITHBRGE S, Zam<TRM AppTec360 FflpFi%E.

Delete Device - Device of John Doe

Are you sure you want to delete this device?

Device: Dewice of John Doe Delete from System

| kiBE | $I5% MDM

Remove MDM from device?

Are you sure to remove MDM from device?

2% AppTec360 RIEHIESE. NARFMEEXHZEHBIER. X%, RELAFPKRE LMABEATHR
. AR AZEm, #ERBERLAFIRE L.

| TeamViewer Ti215 4%

Remote Control

Create a new TeamViewer session?

A LATE b N1Z1% 5 B B TeamViewer IZf2iEHI&1E,
| &EmeE
B "REFAMEK", EUBMENARAE (BR) EEK.
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I p\],\._f:.

HISERHAFN, LAY "NAEIE "EIE AppTec B9 ContentBox.
BTARRE, ol i il 3RS A2 KiEBAFIRE Lo

| Bt
" "2 ContentBox BIEZAARE D, BRI UEXEHRITIRE. EEXH. QB XHXSE,

« GROUP FILES 1 jdf@example com
& Default Group o
[ Sedect All
- Share Enable Graup Folder
B 20200020 100508 445 MB L& (7]
Default group folder permissions
71 Project documentation pdf Read - 9
1 2020-11-12 15:46:41 24.1 MB Pass group folders on 1o subgraups
Allow Sharing
D [Drop fikes hare
SRAUF FROFILES

CONTENT MANAGE MENT

BEALANRTS, ERILGIRIA®, HiEd "Rk “FEEEZENAIETR,
BIE EANTS, ERILGETE "R HE BIB— NG, FREDESLENAYA,
fRE] AR S A AR ER 2 Fo

i New Folder|
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W X, SR EREIE. XEBTA IR ERRERER. 48, EEaIlESD (F) X

R AT FRIRIE,
BEE EANFGS, ERILURMEERE,

BRI LOERZ XGRS, ARRE "TH BETH, HERD "BHER KEMRER.

TR SRR RIS, FHT T2 0 BRR "
BERITSEX IR LBY, REBLUTHE:

share
2020-04-20 10:06:09

449 MB

Download x Delets

J: Rename

o R "EinR", AILIERXFRE/XMF
o fER "TFE", ERILUFESHFFR/X M
o R "MER "BT LAIBRSC {4 /314

A = RiEAYR
i = ERINR
B2 = SIEAR
HER = MIFRARER

BRAXHRX SNSRBLE, ARFRE R RERRT LAS RN X (435
ARIANE S FAR R ETE AR R BIANIR -

KA fFRIL LG T4

INRAECE, BHARNHIRREIEH

PREFLAR AP BIIR
AN = iR
B = ERINR
B2 = SIER
MBS = AR ERARFR

AR

NRECE, AP AR ER_EXH
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Drop fies here

Used 69 MB / Total 420.0 MB

AT LB, EUERLLFE, BEERAEXXEHEITEO. SHIlREZFE, &
Internet Explorer BYES B iR H L& X5,

| XtEBREIES

4 FieRoot >  AppTec Group Folders o

[ Select All

m—  Default Group It
2020-04-1911:-32-59 69 MB Shared R---

m—. Example Subgroup
2020-04-20 9:06:46 o8 Drop files here

Used &9 MB / Total 4200 MB

fEA "XHRREESE", MAUBERBEXHRNXMG, TN FREMTH,
EIEPTLREITE "HX M "R R EMEH,
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| iR

4 ALIDIT TRAIL 1 jdfilexample corr

10 Minutes age
¥ You deleted New Folder
+ Wou created New Folder.
2 Days ago

=% Wau enabled the groupshare Example Subgroup

?" 'HIHRER ", RAIUMALIERFPEEMNAFEE. BRSHZET 4. XFmAUBNBER
B SRR ER BT,

| 3R

MEIR (D) WkRT HELERR, FRAIUES "HHkiE "GRG, HIRIEECHERMETS
s

e {EH "Undelete "B] LU E HE/STHEFE,
o 1EA "MIFR "B LKA MIBREGE/ S S, BHBREIABRSE S,

[l Trash
-
' MNew Folder Undefets Delet 33 Minutes ago
|

BER, HIRPERERNEFEIESRLITAN "R

H?

ia", XZE ownCloud FIER,
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| shaprzss

Click on the + button to mount External Storages in your ContentBox.
Mounted Storages will appear in the File Explorer and can be accessed like local files,

£ "INERTEAE R T, IEPTLUEIRSNER R g,
BTENMIS, sAATLUEM (Bi5hey) TFiE=ial.

KA | LS S3. FTP. SFTP. ownCloud. WebDAV. Windows Share. SharePoint
T s3

BTRETR BTRETR

iR iR

fB5H RELTHA

Vi B AT F X 4R BVBRIITIR

EMNE (Fik) IR (FIik)

iwO (RTiE) iwO (RTiE)

#h X #X (RI3%E)

JBF SSL JBF SsL

BRREFR =] SNy i N Y bl
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X HERathiY
ERBMR ERBHR
FHEA F Aot
RF#& RAF#&
=g =g
1R FxHg
= ftps://

SFTP
ERRAR ERRAR
FHEA F Aok
RR& RR&
=g =g
1R FxEH
BEx=

ERBR RRBHR
(bl ownCloud URL
RR#& RAF#&
R =g
A F XK PR K
Z 4 https://
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WebDAV

ERBMR ERBER

P2k WebDAV URL

FAF& RF#

=D =

1R FxEg

=2 https://

BOH=E BIR sz 5 Windows Share

SharePoint B Z#F Microsoft SharePoint
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| HitB&
XBEE—1HE, IEFRE MDM EH| 8 HITHIRERE B,

W TmELRERR, &8N BRaYTIREITIRE.
B THRE "SRETHNIHE": ERILUAESIRPEIERHNIERE,
RENBITEN/E RIS E KEVAVITON/E ARG E

e EXEITEEENHIRENE
BR WITIRFENKENAR R

H A AT IR/ E Pt 1% B RET (B1EY
BR1F/EEY RITIZIREE R BRI
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|ios i
| —sets
RIEESIERNEATRILE, EFRAEFRBEMTR, BFHAZES!

| EEPREES ((GERTAR)
STFBAENN, EEEEE RS

Profie Mame Defmut Grgup Profile

Dperatng Syuien Aredraxd

Cosanad &1 01 032021 (AET5L

Comated Ity Jaihn Daw

Last Changs F1.08.3021 163550

CRurged By John Do

Comem Privile: Resrigban 1%

Palsussd Profils Revision |cutrdsted) 14 ﬂ'

| oo J eeceore o |

BARM | PABEHBR (AIETRAER)

BRIERE  |EEXMERIRERSR

BT BT E]

ellfe e TABHEIZE

HENEY | RE—REREE XA E

BE LG

HAEN (BITERENREXHRE
(]

BAHNE EXENEEXHEITHR (LR, MRGEXFEEET" (BEZH) ", WFRR
MEITHR |BELREFTEEXMH, BRHADE, EIREHRFRESIBMRES.

158



EEFAM AppTec360

e

APPTEC360

Unified Endpoint Management

| -z

MREEERERRS, ERREIFMEREHNEERR,

RE BT &ERIR
BiESHD REBIESHE
1RE Bs
BIERSR IRIERSR
F5S wEFYIS
REFAEN NEHFNIGEH
el = BIgE
RT =FANEHE
RERR REXRE (FiREBREF)
FEs R NS & Bk
e BRZIREERNZHITILE
HFEEKX SNSRER T EAEN
REEE %% RS AppTec360 ARSE 2 BEHVIRTS
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B

X ERRRERBMANIEX B Ro

Rig&am B ARKRN

AppTec360 =Hla (EMBEREN) RAGHNEMESHENRLRRIREL
B2IMEE (AIERSEIRETEER).

ERBEEXER (VR

EXE, BRUMSAEXNELEAFRE LETHNER (B0, BFi&E

REIFINE) Byl mh# S EY)

RERERTAIA!
BEEIRIFRS SREIEMIRERS (NMRAB), NERTLRTFEITRIB DEP R&E.
BEXFH 1A ATELEANIN B TE X F1Ao
BHR RN, FARNARAREM. ZEE, ZFERRBHRFEBISEIRZMET,
FK LA (otf 3L .ttf) o
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| BEE1EIT
T, EREIGEFEE T NAEE X

Revision Overview W ]
l Ierviza Pzl Uwwiw Mofie. Beyvieen & Dwmnw Fyofie Puyion § Lwwow Fofie. Meyteen &
. Beep Profil Dl dreup Profile Reviton 13 Dl Desup Profil: Rerdson 13 [Newer Biviseon avaieble) DCalaii dreup Profil: Redon 13

MRREBAREXH, MAIUERANEEXHHHTIZE,
ERZNTS, AR ENRENNAEFERABAREXHIIRE.
WIS, BAUEEREEEXHT, EEKBEEM[IRE.

"BOARAS AT A RNV EX M EENHRT, BRARDE. SIEARH LER "ILAIE Ko EA
REXM, ZFRERENARIRE Lo

| 8&BE (XRI&EER)
| #¢B%

EXE, ERIUERENRERBENGSRERS.

Command Log (last 250 commands) ~
L] g com a1 2eE vl assagned protik: Dusvice Pushed
H [REerampie con ELLC iR R Get neabsd e Command Ereosied
1 |ty o 08 AT 121304 Dl Fraruged asps Command Esacatad
4 T o3 o108 A 12 G conmPzans Command Essoated
5 [Eeampie com s ERY 1R Gl aenet dain Command Execgied
Sywiem deslomaled I.DA 7127 033479 Updnir profle rreaion Command Pafisly Falsd n
7 S Al 08 B 05340 grpby i TGS Commasd Esssaled
4 Fpwem snarmated 008 1027 053437 vl applaation Command Faied n‘
9 Fymem dtarmated 108 7 0534 TS Gt inmalbsd spps Command Eeaogies
Syt dutoraled 00 2 0534 2 Gl rrarged apps Command Essosted
Li] S Aanaraled o108 20 0534 3 o cortibans Command Exstaid

2485 "IZNSTHARRELIR,
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| ETaERIA SRS
IREEHIX (%0 APNS) , LUBRIIR&&EZE EMM RS 25,

HEIXIEREREEHIEARSS

BlEa< L EERSEFLIE,

RIKEDL RESRSHERRE, mIYWREIIRE.

<L ERIT <L EMIIHIT

EESE S amLRK. *

LKW RIBIRFIREAGNAR, BLmMLIARBIRAGE—IL.
Hep, Zep<HRRLERR D B ISR,

Y BERIT, BRAKX |PBHNIT, BHAEZAERNIT.

L'

MLEX LA EEX,

A MLWEF. Hlil, ZonLWEMBLEN, TIKRFEFEM, (Bon<SWM
BRo

MREBEERRNS, Wa]BXIAREEENR LRNESER.
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| BB ((NRIRER)
| ZEE ((WRIRER)
BREEE

1R wERS

BERS BERS
BRERGRRA RER G
F5Is F5Is

uDID %% UDID
HEBIR REBIR

B ETSEEERHE
BAHRES B

| BRI

IP ik &% P ik

WiFi MAC WiFi MAC #hifit
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| 4@
EJIR7N RE (FESIMK)

BiEShg BiESg

EFIRE LR RE

=i (BRI |1BEEUEEIRE

1)

IP it IP it

IMEI IMEI 515

BERFEE | FYVRSREHS

SIM RIZEEW |SIM RITE ML

P

HiKhR A EJRVN I

AF RIS E M | AR E 2 E 4

BHIY 01 "SIM MCC/MNC

MCC/MNC

SIM MCC/MNC |#miE RN 2EFREBEIRE E.212 fRERENERITR, SHEIMERE (MNC)
—EATIRAEENE (= ExRMBE),
Fitk, HEFENS—MEEMEET, "LHE] MCC/MNC "#1 "SIM MCC/MNC "2
S

| T3

£ MAC IATF MAC Hihit
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| c2&E
| 5% (1XPRiI&&ELR)
| GPs 28 (IURIEEET)

EXEOLUEHIRRE HA/RENMUE, MU n LUER—INHAENBILHITHRIP - 2R "BIILE" -
"BaFA" - "GPS iA10]":. BIILE - [2FA - GPS iA18]

¥

ek st .
"-':'. :— i
R Ly e
Date from: o

o HFI-0586

20200509 160573 Iy ATAATT TH3GLaAn

| BIRAIBE ((NPRIGEES))
7 EIRTISOE T, SR LITI T UL
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SmEFH WEMSHTIEE WFRATM N ALKE)
%258 SIMNRERBFIEETRREREWEIE (B AppTec IREHFIBNARERF. #iE
)
HERS REUEHE, RRERIGEEE/PIN RHIEEEIR
BUEPE ((WRZESET |WNRER & FSHEZEE, WREREMUE, HER—FTEXANE
%) Bo RIWIEMBIILE,
REEERAEREIEHAPER g FSBRIigE.
AVFRES ((NRZHE |WIRBUET ZIEE, REE iCloud IGEHHUE "SI iPhone”, K&
T8 E) SRBE
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| 58 (URIEEES)

BILUTED, ERLUESEENES, FRELRXISRLAFIRE:

Send Message X

Subject

Message

Send Message
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| 22fRE
| =8
TR IS B S ERT

SRR BELIRER, FRIBTHAERS
BE—EIAE, HFAAH

SRS AYRFERAR. BETERNATTES (1234, 1110)

ERTEHTE TRUAZTLEE—TE

BB K B/ DK

BLEATHE ERTFBRTHSNELNE

TR KA PRBHEBHES

BAEHHE HERENRENIE

BRI KRS BY1E, 2 EIREEN SRR,

B RME R RH MEEPITRLREERZE, BIRANTRIE

TERAGKR (1-730%) | SESAGHN

TEELER (150 MEE) | BMTLEAFERIAES

R IR, A BREE EE, B IRNEE R UBRE SRS EE .
| BB (IRIEER)

Enigs LRI ARIES

Installed Cortficates

AAAZDY-CE-EZD-CIDZ-60TFCH0ETINZ YES ) 04 2097 - 12320 @
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| mnz

ERFAENE BB RERNISEIMNZEIIRE

| Baas

EBERER"RT, JLUEE Kerberos S 1E1E,
EXE, eI IIAREIEM AR ER Kerberos FRIZHIAERN URL/N BIERFE

AR TR

U Ik i U Rk

REKER BILL73 % Kerberos [JERME—HRIR

I E{EFARY Kerberos s (HIENRRYE)

WBINS, EEEITESH URL,

FAFPRHILEIK A Y URL R0 8] 53 % Kerberos [JERFE URL

BTHS, XA UBIIHMNARERF,

PR bt = BI R Az R AIAE D% Kerberos NZNN AIEFFE
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| B (RIZER)

| 358 (XPRIEELR)
£ "8k T, AR MEL B, TXE, REAPIEE LNATMIAASIEEIS MR,

=i A E, ERREILTER

Wipe Device

Are you sure to wipe the device ?

SNSRERE "=, WETLHRITIRERIRIE,
£ "SRR E TR RRU TR

S HATHEAEBIASE
48 HEA
IR RS (BINERRRERIIHARIT)
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e

| REIgE
| saEmse

AEXE, ERILRLE R iRRA P ig&rIII6E

RTFRENAER RTFRENAIER
RVFREA AVFERRGEN

A ¥F FaceTime A ¥F FaceTime
ATEEEE ATEREE
AVFENNBEY AVPERN BiEY
FIF Siri SIF Siri
RIFIEEKRS RIFIEEKRS
SN FAAI K SN FAAIE L

FRrEMEEBEE iTunes Store

=g

FREMLEBEE iTunes Store Zh5

FAFE N FAFE N
SRR AR OF R FAF AR RO &

AIFMFEEBIFTEFR

AFEIFENARFRITAEENAREFFHRR

ARIFMIEEERITEFR

AFERENAREFFIIAIHTENAREFFHRAR

AWERPEES BNE

AoaltigER, "5 H "B EREMNERSIENFOH,

FEVFTE Bl P E AR AU AR

FVFTE B L R3] i

#3F TouchID

£3F TouchID

fFEth PKI B

aFEth PKI B

BUER RV EREF PUERE AV ERTH

PRI SERER XENRERFA SRERIEE (Bla0, T SELEERT SRERIEE
RN )

FRIFHIIR FRIFIIR

RIFERICNT T B REEMLE
R

AFERCIT TEREBENER (FliNANSEREER)

BERESXT AirPlay BYE RGN

55

BEOREEXT AirPlay BYEK i N ZHS

Force Watch 3P

YNSRBE, Apple Watch 4B A "FHERP" (FHHRR)
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S

ISR iCloud BEE

FVFER iCloud BRF . WIRARYF, MEABRTTEM iCloud TERY
Bl R #R ISR A g P PR

ERFE A
T &R & . BRRA. BA
S AirDrop ¥ AirDrop
RITFEAN RIEFES LG BEALE T ST R RS o RIS &

Bign, AIUELRAFIEE EFEEIZLE, AEHEZRE.

AV Sii MWL EEWRRE
HEIRE

BiEREmMIE (NEEER) E#RITNEZER, BASDMAZRLU
FE O FrARt 1 TEER

B Siri &5 EsE

XY Sir WERIESRHZEEE

IR iBook Store

AIFEER iBook Store

#F7E iBook Store EBEFHE

FAVFTE iBook Store B FHEIE FHIBFEPFE

[ETHBBHHE

RIHMER "ERIBIALK RE | RIFE "ERENAR 1RE
FEVF A FRVF R HRIC

SV ENECHT I AN EC XY
AWREEEX AWREEEX

RIFBIRN R BIFRI=HIN AR

i iMessage

i iMessage

RIFEFRPIERETMIRE

RIFRIBRPRERAEHIRE

FRAFECE PR FRAFECE PR
RITHER RITHER
RIFEXEIN RIFEXEIW
FIFERTUNRE FAFERTUNRE
FIFEENMELE iFBEELE

R Ul LAREFRTE

WMREHE, WL EMAL AppStore ZENARRF (BIFEABE
R)o B{ELEE iTunes MEC B R LENRIEZE

RIFRBIRES MRIGEEZFEYIERE, WATERBERESR
S ¥F Apple Watch B3t 2 E1&%E 5 Apple Watch Bgxt, IIEEZRIGHELLE
FIFEELERRT MRARRIF, WEERM. BiHMIPRISEEG
RIFEIZE BT HE B L UBIgE R IRNIESRN
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FFIECIEEL HE T o] LIEREER IS RN

RGBT ENARER NREEA, EWENNAEFRRFTaEmTRIHMEE L. TER
FIBENBEFINER

TR IFHTIE] AFTE 0S &% LA FRHE

AN BEFEE NRIKE N false, MFHLEEERINBRER

| iCloud

7ERCXS iCloud BYPE LEIFLETHRE

173




9 APPTEC360

EIEFAM AppTec360 Unified Endpoint Management
RFED RVFED

RFXERL RIFX M E L

AFRAR AVFRAR

AWHZERFR ARFHZERAR

AT RIAREBEFRD AT RIAREBFRD

ARFRENARFFERE

ARFRENRREFFESTE

RIFRED B EBREIZHHEE

RFEP B EBREIZHHEE

RIFE D EIWIKE

RIFE D EWIKE

| 2258
PE 13X L 512 W E A < B9 ThEE

AIFE Apple ZiXiZRrEkiE

AFE Apple ZIiXiZRrEkiE

RIFAFPERAZEEN TLS IEH

RIFRAFPERAZEEN TLS IEH

SREIINEE D

SREINEE D
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| B#igE
| W8 i0s ®2 R4 (BR)

i0S BEEBXATE (@) MIEZTE (FAAN). KB MDM RFEMN—IEBEMATE, Fla0, 0E
1&@1E MDM &N FAEFEEIE Exchange TKF, i0S e BEMAZE,

KEEFoIfl BE/ZENEMIERNREBHAIEEE, Fla, AP BITR%E WhatsApp 3700
Exchange Ik, Aid, XM BMEREZITENFE. EMIOS 11.3 (RESHRE) iR, BRRH
N7 X—IhEE,

AT XZIRERANERINGE, HItELTELEEMARANIRE —MIHRNIBE S,

AENEINRE, BRAMUSNRREFIES/XHD T, IRETFREA—LHMINE, SNAERIR
KEBTITHEE,

| %53
A& AppTec360 ZIFH AR

BRAHDEIRE BRARDE|IRE
B SecurePIM B28 B SecurePIM B28

WNREERE SecurePIM Container, IXETE "BUE "FREILLTARAS. Ltbsh, E=IEFT A MR
i, BT,

SErEFERfF it SEFERFEpAFMAL, FRF AR izt AR R
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| SecurePIM 85

£ "SecurePIM &5 "F, BB ZRIBLE3:EEN,

KAEBAY | 7EULE, EAILUKRE SecurePIM TE/EBIBE1TE /DD ER B RBNER,
FHIKE |58 SecurePIM BENZEKE
REFH |ROKREFH
INEFR | RIVNEFEF
RHRFR | ROSHRTR
e /ML
BN |1 SecurePIM AA#MIBRZ AT, HEIZRNZBERE
(B AR NREERERAFIZEL)

| SecurePIM &4

£ "SecurePIM R£4 "T, EAIUBIZHZRIRE.
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KNSRI & NERBELIRE, —BRNEILEE8N, KFELEAR SecurePIM &23
LENEFE RRXFENABEHRNE, FaEEHAEREEERERS (0S).

AR REZKEATEDRS, BEEEYRMAEAA
RERAAGKESLENRE (WOREALIRE, NWAFAFR Exchange KR AFHEIZASIRE L
AR RAREURMEIESHE

R R MRFERIRE, BREREFHNUERERTEN=ZH
BINETARER NRFGELRE, BRAENSHTENUEREREEM=H
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| SecurePIM 3%

® o ]

[+

it (e e A ke 350, o n

L+

o

SR LATELLECE SecurePIM BI85,
FERZFS, EaLUEX—MHH URL,
FERZFS, EaUERHRERE X URL,
"HBE URL "ZR LUNERY URL.

"BR B URL "BHETAMEFHELLARAELER URL,

FAR, BREFEREZREZBAGESNMELR. 7 "BEMGE T, BaIlkmE—Mid, @i
"FE URL", AILUR URL it 5 PEARTMEXEX-- X A] IR AR 22 MERBE
| s

£ "Exchange ", &AJLIECE Exchange P,
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ActiveSync BB M43t RIREBFHMG I CER " SRT)

ActiveSync Exchange &% AR E GEE "&H4IFT)

ActiveSync Exchange AR5 28 Exchange fRSS2833E (FQDN)

ActiveSync Exchange 1 A4 2 ik

FAPIEH FAPIEH

BB FHIEIE FA P e IR B T B A3

FF SIMIME 1% FUVFFE P INER R

FF SIMIME 8 ST P TERR EE R

CRL 10& NEEGE, FAANIEPIES CRL GEPRETIR) #HITEHLE

179




EIEFAM AppTec360

9 APPTEC360

Unified Endpoint Management

| iEzEE
| Tkms

ARSEATIRT (SSID)

EEEZIIMLERY SSID

EENIPN

IDNZIEZEN S SR = EN DN

BRI PILS

BoE, LUBREENSART B SSID
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NEMEAREENRE
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RIEARSS 28 URL IHIRIEIS B AL
= m| PANRE SRV I
INIE RIEWIERNARF &
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WEP
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WEP 1)k - WPA / WPA2 1l - fE{af iyl
iy
TLS I
TTLS AR
LEAP BRI
PEAP AR
EAP-FAST AR
EAP-SIM AR
M PAC £ PAC (Z{RIPIHIEIIERIZE)
PAC FCE N PAC
E&EH PAC EREH PAC
MIERIAIE [z 5 FARY SR OIE TN -
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FEFRAERNEEEN | FEERSREEEN
SR EEARFIIEIES
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Al{EIEF 1 FEE—NEEIES
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| EE B
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| VPN 23
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| EMEEM

FRBIREMERERRHET VPN EZ T,

JES =i ¥E3L VPN EiEHEE
IPsec (B#}) BRI IPsec Y
PPTP PPTP 1Y
L2TP L2TP Y
Bl AnyConnect AnyConnect ¥
BETEMLE SSL BETEMIZE SSL Y
F5 SSL F5 SSL thi¥X
SonicWall mConnect SonicWall #ohiE%
P& E VIA Aruba VIA 1Y
BEX SSL i BE X SSL &
OpenVPN OpenVPN 1Y

| S RRERFH VPN
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EWRILUER " LENE N AR "BEEREH E1% apk Xt

Upload an In-House App

The Upload Limit for APK files is 100 MB.
Flease contact the support if you want to upload files that exceed your limit.
Select the _apk file of the Android application which you want to upload

Datel auswahlen | Keine ausgewahlt

INRLENZEREARER, WATLUACE "RIFERN" MRFETX—IhaE, HEERENAREFHE
FEREX T EBFMBARA, NaEiRE LEHNAER.
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T, HYERREMHMENENNARER.

AT IR E NN ARFASEIMLE, TIRRNAREFEKRE Google RIETIR, TERHE
NN AR BV B R o

243



9 APPTEC360

Unified Endpoint Management

EEFAM AppTec360

| FR&IFDIGE
| KARFEELE
TR LR ECE IR S A XN AR BTN,

BB |8 AppTec360 & imiE RN A2 EMBIETElEIfR. AAIAER 24 )BT,

Wi-Fi IR | ATFIEEA/NWINAIREF S @E Wi-Fi TH, N8R 1%EFE XIE WLAN", NFFENBEFEED
¥%3@id WLAN T &,

| &R RS

| B

T "RE "R, @RI NS AR F AN ARZERF,
BTREMGS, ERAILUDKESHRNENAIERF.

MRELENERNMBNARRF, EAILUUE "RFEH". MR
HOE T X—IhRE, FHEEERBNAREFEIEEFETENX T EfMMRE, MzNARFFTERE L
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The Upload Limit for APK files is 100 MB.
Please contact the support if you want to upload files that exceed your limit.
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